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Chapter 1: Introducing 
Layer 3 Routers

Exam Objectives
✓ Describing network OSI Layer 3 and how it relates to Layer 3 routers

✓ Describing the purpose of a Layer 3 router

✓ Differentiating a Layer 3 router from a Layer 2 switch

✓ Describing basic Layer 3 router functions

Recall that Layer 3 in the Open Systems Interconnection (OSI) and TCP/
IP network models is the network layer. The main function of network 

layer devices and protocols is to route data packets between hosts. Routing 
means choosing the best route to send packets between two hosts. The 
hosts can be next to each other or across the globe. Whereas the data link 
layer (Layer 2) routes data frames locally between two devices in the same 
LAN, the network layer (Layer 3) routes data packets between two devices 
in separate LANs. In other words, the data link layer sends data within the 
same LAN, whereas the network layer routes data between LANs.

Layer 3 — Network Layer Review
The network layer assigns logical addresses (IP addresses) to all devices in 
the network to be able to identify each source host, each destination host, 
as well as each network through which packets need to be routed. Logical 
addresses are assigned at the network protocol level as opposed to physical 
addresses, which are assigned on a physical device, such as a network card.

The network layer does the following:

 ✦ Receives each data segment from the transport layer on the sending 
host

 ✦ Wraps up the segment in a data packet along with global routing data 
(source and destination logical IP addresses)

 ✦ Sends the data packet down to the data link layer to prepare it to be 
sent over the LAN connection

              



Layer 3 — Network Layer Review506

The data link layer does the following:

 ✦ Receives each packet from the network layer on the sending host

 ✦ Wraps up the packet in a data frame along with local routing data 
(source and destination physical MAC addresses)

 ✦ Sends the data frame down to the physical layer to code an electrical or 
optical signal

The physical layer transmits the data frame over a wire or over the air in 
wireless networks.

On the receiving host, the data link layer does the following:

 ✦ Unwraps the data frame received

 ✦ Extracts the packet out of the data frame

 ✦ Sends the packet up to the network layer

On the receiving host, the network layer does the following:

 ✦ Unwraps the data packet received

 ✦ Extracts the data segment from the data packet

 ✦ Sends the data segment up to the transport layer

The Internet Protocol (IP) is the TCP/IP protocol that operates at Layer 3 to 
handle network functions. Hence, whenever you consider Layer 3 in TCP/IP, 
you need to think about IP and logical IP addresses. Also, keep in mind that 
Layer 3, the network layer, is concerned with routing data between LANs 
interconnected in global networks. The mission of the network layer is to 
handle the routing of data packets between two devices connected in differ-
ent local-area networks (LANs) that are interconnected by global wide-area 
networks (WANs). The network layer does the following:

 ✦ Routes data packets between LANs

 ✦ Uses the Internet Protocol (IP)

 ✦ Identifies hosts using logical IP addresses

Logical addressing at the network layer is hierarchical:

 ✦ A limited range of IP addresses identifies a few global networks.

 ✦ Global networks interconnect large- and medium-size networks that use 
another specific range of IP addresses.

 ✦ Large- and medium-size networks interconnect smaller networks that 
use yet another specific range of IP addresses.
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509Purpose of a Layer 3 Router

Figure 1-1 illustrates how data packets are processed by an intermediary 
node (a router) on their journey between two hosts in different LANs. The 
router needs to inspect the packet that it extracts from the data-link frame.

 

Figure 1-1: 
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By contrast, a switch only needs to look at the data frame, as shown in 
Figure 1-2. Switches do not analyze the IP packet that is encapsulated in the 
Layer 2 data frame.

The purpose of a router is to route data packets between networks:

 ✦ The router inspects the IP header of each data packet that passes 
through it.

 ✦ The router extracts the destination IP address and inspects the address 
to determine the destination network of the data packet.

 ✦ If the router knows the destination network, it sends the data packet to 
that destination network.
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Figure 1-2: 
Intermediary 
switch 
(Layer 2) 
node.
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 ✦ If the router does not know the destination network, it sends the packet 
to the outbound gateway of the router:

 • The outbound gateway is also a router. Hence, when the outbound 
gateway receives the data packet, it goes through the same process 
to determine where to send the packet.

 • The outbound gateway extracts the destination IP address and 
inspects the address to determine the destination network of the 
data packet.

 • If the outbound gateway knows the destination network, it sends the 
data packet to that destination network.

 • If the outbound gateway does not know the destination network, it 
sends the packet to the higher-up outbound gateway.

Eventually, an outbound gateway that is high enough in the network hierar-
chy knows the destination network.

So, how does a router know about a network? By keeping routing tables in 
memory.
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IP addresses are hierarchical. They have

 ✦ A part that identifies the network

 ✦ A part that identifies the host device

For example, a network may be identified by network IP address 192.168.25.0 
(subnet mask 255.255.255.0). All hosts in this network have an IP address 
that starts with 192.168.25. 

Another network may be identified by network IP address 192.168.67.0 
(subnet mask 255.255.255.0). All hosts in this network have an IP address 
that starts with 192.168.67. 

In these two small networks, the first three numbers (192.168.25 and 
192.168.67) identify the network. The last number identifies each host within 
its network.

Layer 2 switches interconnect hosts locally in networks 192.168.25.0 and 
192.168.67.0.

Managing routing protocols
How can hosts on different networks send a data packet toeach other? The 
routers for the two networksneed to learn about each other’s network. But 
even before that happens, they need to set up their routing protocols. Think 
of it in human communication terms: Before you can speak with someone 
in a foreign language, you need to “set up your language”: learn the foreign 
language.

Setting up a routing protocol on a router typically involves the following:

 ✦ Starting up the routing protocol on each router

 ✦ Enabling the routing protocol on interfaces on each router

 ✦ Configuring routing protocol options

You need to execute these setup steps manually on each router. Some rout-
ing protocols can automatically negotiate certain configuration options. You 
read about some of these options later in this book.

              











Chapter 2: Managing a 
Router Using Cisco IOS

Exam Objectives
✓ Connecting to a Cisco router

✓ Understanding the startup process of a Cisco router

✓ Configuring a Cisco router

✓ Managing Cisco router configurations

✓ Managing Cisco router authentication

Read this chapter to find out how to use the Cisco Internetwork 
Operating System (IOS) to manage Cisco routers. The following topics 

are covered:

 ✦ Local and remote router connectivity options

 ✦ How to use the IOS command-line interface (CLI) as well as the graphi-
cal user interface (GUI) to manage Cisco routers

 ✦ How to secure access to Cisco routers using passwords

 ✦ How to manage configurations on Cisco routers

Managing a Cisco router is very similar to managing a Cisco switch. Most 
IOS commands are the same for switches and routers, but the output dif-
fers in some cases. Most IOS commands and GUI tools are available for both 
switches and routers. Some GUI tools are only available for routers, such 
as the Cisco Router and Security Device Manager (SDM) and SDM Express. 
Other GUI tools are only available for switches, such as the Cisco Device 
Manager. You find out about router management IOS commands and GUI 
tools in this chapter. You can skip over or skim through sections covering 
tools that you already read about in Book III, Chapter 2.

Best Practices for Using Cisco Routers
You need to understand best practices for using entry-level and top-of-the-
line products. For example, top-of-the-line routers are best suited for the 
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525Cisco Router Startup Process

Cisco Router Startup Process
A Cisco router always follows the same process when it is powered up. The 
steps of this process are:

 1. Run the POST: The Cisco router runs the power-on self test.

  The POST is a microprogram, stored in ROM, that is used to verify basic 
functionality of the Cisco router hardware.

 2. Boot up: The Cisco router runs the bootstrap program, also known as 
the boot loader software.

  The boot loader is a microprogram, stored in ROM, that is used to bring up 
the router and transition it to normal operation mode by loading the Cisco 
IOS from flash memory. If the boot loader does not find a valid Cisco IOS in 
flash memory, it tries to load the IOS from a TFTP server or from ROM.

 3. Load the IOS: The Cisco IOS loads into RAM.

  By default, the Cisco IOS is loaded from flash memory. However, as 
mentioned earlier, if the bootstrap program does not find a valid IOS in 
flash memory, it tries to load from a TFTP server, if one is configured. 
If no TFTP server is configured, or if no valid IOS is on the TFTP server, 
the bootstrap program loads the Rx-boot image from ROM. Recall that 
the Rx-boot image is a subset of the Cisco IOS operating system. The 
Rx-boot image is used to manage the boot process. The Rx-boot image 
comes up with the (boot)> prompt, where you can run various com-
mands to manage the boot process. For instance, you can manually 
specify a location from which to load the IOS image.

 4. Load the startup configuration: After the Cisco router loads the IOS 
in RAM, the IOS loads the device startup-configuration file from 
NVRAM.

  The startup configuration is loaded into RAM and becomes the running 
configuration, the configuration that changes dynamically while the 
Cisco device is running.

  At this point, the Cisco device is in normal operation mode, ready for 
business.

The following IOS CLI segment shows a Cisco 2621 router starting up for the 
first time.

System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)
Copyright (c) 1999 by Cisco Systems, Inc.
TAC:Home:SW:IOS:Specials for info
C2600 platform with 65536 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0xed9ee4

Self decompressing the image : ############################################### 
[OK]
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The first part of the preceding example shows the following output from the 
bootstrap program:

 ✦ The version of the bootstrap program: 11.3(2)XA4

 ✦ The router platform: C2600 platform with 65K of system memory

 ✦ The IOS image size: 0xed9ee4

 ✦ The IOS image loading: Self decompressing the image : ####### …

The output you see in the preceding example starts at the second step in the 
process (bootup). You do not see the output from the first step of the pro-
cess (POST) here. The first part of the POST only displays messages upon 
test failures.

Cisco Internetwork Operating System Software
IOS (tm) C2600 Software (C2600-IK9O3S3-M), Version 12.3(1a), RELEASE SOFTWARE 

(fc1)
Copyright (c) 1986-2003 by Cisco Systems, Inc.
Compiled Fri 06-Jun-03 22:08 by dchih
Image text-base: 0x80008098, data-base: 0x819BD990

This part loads the Cisco IOS from flash memory and executes it in RAM. The 
bootstrap program loads the C2600-IK9O3S3-M Cisco IOS image.

cisco 2621 (MPC860) processor (revision 0x102) with 60416K/5120K bytes of memory.

Processor board ID JAD04410AGK (901795976)
M860 processor: part number 0, mask 49
Bridging software
X.25 software, Version 3.0.0.
2 FastEthernet/IEEE 802.3 interface(s)
32K bytes of non-volatile configuration memory.
16384K bytes of processor board System flash (Read/Write)

This part shows some information about the router hardware and software 
installed:

 ✦ This is a Cisco 2621 router with an MPC860 CPU.

 ✦ It has 65K of system memory.

 ✦ It has bridging software installed.

 ✦ It supports the X.25 WAN protocol.

 ✦ It has two Fast Ethernet interfaces.

 ✦ It has 32K of system memory configured as NVRAM.

 ✦ It has 16K of system memory configured as flash memory.
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527Cisco Router Startup Process

Next, the IOS prompts you to start the initial configuration dialog:

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

Cisco Internetwork Operating System Software
IOS (tm) C2600 Software (C2600-IK9O3S3-M), Version 12.3(1a), RELEASE SOFTWARE 

(fc1)
Copyright (c) 1986-2003 by Cisco Systems, Inc.
Compiled Fri 06-Jun-03 22:08 by dchih

Router>

This part shows the final stage of the boot process (load startup configura-
tion). Because this is a new router, no startup configuration exists.

The IOS asks whether you would like to enter the initial configuration dialog. 
This dialog allows you to quickly configure the router:

 ✦ IP address

 ✦ Default gateway (router)

 ✦ Subnet mask

 ✦ Console password

 ✦ Host name

 ✦ Telnet password

If you choose not to run the initial configuration dialog at this time, you can 
press Enter to access the Router> prompt. When you’re at the Router> 
prompt, you can run IOS commands to monitor and manage the router.

Routers that have Cisco SDM (Router and Security Device Manager) prein-
stalled, such as the 1800 series, require that you create an administrator 
user before you are allowed to run the initial configuration dialog. These 
routers provide a default administrator user named “cisco,” identified by 
password “cisco,” that can only be used one time to create your personal-
ized administrator user. Here is the last part of the boot process on a Cisco 
1801 router that has SDM preinstalled:

-------------------------------------------------------------
Cisco Router and Security Device Manager (SDM) is installed on this device. This 

feature requires the one-time use of the username “cisco” with the password 
“cisco”. The default username and password have a privilege level of 15. 
Please change these publicly known initial credentials using SDM or the IOS 
CLI.
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Here are the Cisco IOS commands.

username <myuser>  privilege 15 secret 0 <mypassword>

no username cisco

Replace <myuser> and <mypassword> with the username and password you want to use.

For more information about SDM please follow the instructions in the QUICK START 
GUIDE for your router or go to http://www.cisco.com/go/sdm

------------------------------------------------------------

User Access Verification

Username: cisco
Password: cisco

The router informs you about the “cisco” default temporary administrator 
user and prompts you to create a new personalized administrator user. 
To create the new personalized administrator user, use the username 
command:

Router> configure terminal
Router(config)# username Admin007 privilege 15 secret 0 Admin007Password

This command creates a new user named Admin007, identified by password 
Admin007Pasword, with level_15_privilege access permission. From now 
on, you can log in to your router using this new administrator user. You are 
ready to set up your router at this point.

The next section describes how to configure a Cisco router.

Configuring a Cisco Router
Read this section to find out how to initially set up a Cisco router. You also 
see how to manage startup and running configurations.

Cisco routers ship with several items, as shown in Figure 2-8:

 ✦ Console rollover cable: This is the cable you need to connect to the con-
sole port on the router.

 ✦ AC power cord.

 ✦ 19-inch rack mounting brackets.

 ✦ Getting Started documentation CD.

 ✦ Router and Security Device Manager (SDM) CD.
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Initializing the router using the initial configuration dialog
The first time you power on a Cisco router, it has no startup configuration 
in NVRAM. You can connect to the console of the router to get access to the 
IOS prompt. The router will be in setup mode because no startup configura-
tion exists. In setup mode, the IOS asks you to configure the following:

 ✦ IP address

 ✦ Default gateway (router)

 ✦ Subnet mask

 ✦ Enable and enable secret password

 ✦ Host name

 ✦ Telnet password

If choose not to configure the router and use it without a startup configura-
tion, you can avoid or abort setup mode using one the following methods:

 ✦ Exit setup mode by pressing Ctrl+C

 ✦ Answer no when setup mode asks whether you want to configure the 
router

 ✦ Answer no when setup mode asks whether you want to save the configu-
ration at the end of the series of setup questions

Although you can use a router without creating a startup configuration, it 
is best practice to verify the router and to create a startup configuration 
before you start using the router. Using the router without a startup con-
figuration allows you to initially test the basic functionality of the router. 
However, you should always have a startup configuration and, specifically, 
console, auxiliary, and privileged mode passwords configured before you 
start using the router in a production environment.

Here is an example of the initial setup mode dialog on a Cisco 2621 router:

System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)
Copyright (c) 1999 by Cisco Systems, Inc.
TAC:Home:SW:IOS:Specials for info
C2600 platform with 65536 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0xed9ee4

Self decompressing the image : ############################################### 
[OK]

[ ... some boot messages cut ... ]
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The first part of the output shown in the preceding example displays various 
boot messages. The router is now up and running.

Because no startup configuration exists in NVRAM, the IOS asks whether you 
want to run the initial configuration dialog. You type yes as follows to run 
the initial configuration dialog:

         --- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark ‘?’ for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets ‘[]’.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:

  Enter host name [Router]: RT1

  The enable secret is a password used to protect access to
  privileged EXEC and configuration modes. This password, after entered, becomes 

encrypted in the configuration.
  Enter enable secret: my_priv_encrypt_password

  The enable password is used when you do not specify an
  enable secret password, with some older software versions, and some boot 

images.
  Enter enable password: my_priv_password

  The virtual terminal password is used to protect
  access to the router over a network interface.
  Enter virtual terminal password: my_telnet_password
  Configure SNMP Network Management? [no]:

The second part of the output shown in the preceding example prompts you 
to set a host name and passwords on your router. In this example

 ✦ You name the router RT1.

 ✦ You set the encrypted privileged mode password to my_priv_
encrypt_password.

 ✦ You set the unencrypted privileged mode password to my_priv_
password.

 ✦ You set the VTY access lines password to my_telnet_password.
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RT1(config)#exit
RT1#disable
RT1>

Configuring the management IP address for the router
You can configure an IP address and an IP gateway for your router using the 
ip address and ip default-gateway Cisco IOS commands. This allows 
you to connect to the router from remote locations using either Telnet or 
HTTP.

To configure the management IP address and default gateway on your 
router, run the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#interface fastethernet0/0 (or int fe0/0)
RT1(config-if)#ip address 192.168.75.40 255.255.255.0
RT1(config-if)#no shutdown
RT1(config-if)#exit
RT1(config)#ip default-gateway 192.168.75.1
RT1(config)#exit
RT1#disable
RT1>

The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.

The interface fastethernet0/0 command selects an interface to work 
with. In this example, you select the first Ethernet interface of the router 
(Fast Ethernet 0/0).

The ip address 192.168.75.40 255.255.255.0 command sets the 
IP address and the subnet mask on the interface that you selected previ-
ously. Observe that the IOS prompt now shows RT1(config-if)#. Config-if 
means that you are configuring an interface (if) now.

The no shutdown command starts up the Fast Ethernet 0/0 interface. Recall 
that you enable components and services on a Cisco router using the com-
ponent or service name. You disable components and services on a Cisco 
router using the component or service name prefixed with the no keyword. 
Here, shutdown is actually a state, not a component or service. An interface 
is either shut down or not shut down (started up). To summarize:

 ✦ To shut down an interface, select it and execute shutdown.

 ✦ To start up an interface, select it and execute no shutdown.
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The ip default-gateway 192.168.75.1 command sets the default 
gateway for the router. Observe that you first exit from interface configura-
tion mode (RT1(config-if)#exit) because the default gateway applies 
to the whole router, not just to an interface. Now, you are back in global con-
figuration mode (RT1(config)#).

The Cisco IOS prompt is designed to show you the configuration mode 
you’re in:

 ✦ (config): You are in global configuration mode.

  In this mode, you can execute commands that configure global router 
settings, that is, settings that apply to the whole router.

 ✦ (config-if): You are in interface configuration mode.

  In this mode, you can execute commands that configure router interface 
settings, that is, settings that apply to just one interface of the router. 
You select the interface to work with using the interface command.

 ✦ (config-if-range): You are in interface range configuration mode.

  In this mode, you can execute commands that configure a range of 
router interfaces, that is, settings that apply to a range of interfaces on 
the router. You select the range of interfaces to work with using the 
interface range command.

Configuring passwords
You can configure authentication passwords for your router using the 
password and login Cisco IOS commands. By default, new Cisco devices 
do not have a password configured.

You can configure several passwords for different types of access:

 ✦ Console password: Used for console access through the console port or 
through a Console Terminal Server.

 ✦ Auxiliary password: Used for console access through the auxiliary port 
using a modem.

 ✦ VTY lines password: Virtual type terminal (VTY) lines are used for Telnet 
and Secure Shell (SSH) access. They are called virtual type terminal lines 
because no physical terminal is connected to the router. Rather, you con-
nect a computer host to the network and access the router remotely using 
the router management IP address. A terminal emulation program on the 
computer host emulates a physical terminal (TTY).

 ✦ Privileged password: Used for privileged mode access. Privileged mode 
is an “expert” management operation mode used to run some Cisco IOS 
commands.
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The console port and the auxiliary port are enabled by default, even if no 
password is specified for them. This is a security risk. It is best practice to 
specify at least a console password on new Cisco devices.

The VTY lines (Telnet and Secure Shell) are disabled by default. You need to 
specify a password for the VTY lines to enable them.

To configure passwords, you need to instruct the Cisco device to prompt for 
authentication. You use the login Cisco IOS command to do this.

Best practice
You should at least set passwords for console and VTY access to secure 
access through the console port and to enable and secure remote access 
through Telnet or SSH.

The following sections describe how to configure passwords for console and 
VTY access using Cisco IOS commands.

Console password
To configure the console password, run the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#line console 0 (or line con 0)
RT1(config-line)#password my_password
RT1(config-line)#login
RT1(config-line)#exit
RT1(config)#exit
RT1#disable
RT1>

The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.

The line console 0 command selects the console line. Cisco devices 
have only one console line: console 0.

The password my_password command sets the my_password password 
on the console access line.

Finally, instruct the Cisco device to prompt for authentication by entering 
the login Cisco IOS command. From now on, anytime you connect to the 
console line you will be prompted to provide a password. The password you 
provide must be my_password. To disable the authentication prompt, issue 
line console 0 again and enter the no login command.
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537Configuring a Cisco Router

You use the exit commands to exit the config-line mode and to exit the 
config global configuration mode.

Telnet password
To configure a password for the VTY lines, run the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#line vty 0 ?
   <0-4> last line number
RT1(config-line)#line vty 0-4
RT1(config-line)#password my__telnet_password
RT1(config-line)#login
RT1(config-line)#exit
RT1(config)#exit
RT1#disable
RT1>

The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.

The line vty 0 ? command asks the Cisco IOS how many VTY lines are 
available. The response (<0-4> last line number) shows that five VTY 
lines exist on this particular router (you can have five simultaneous Telnet 
sessions opened to this router). Now, you can configure a password either 
on one of the VTY lines, by selecting that particular line, or on all VTY lines, 
by selecting the whole 0–4 line range.

The line vty 0-4 command selects the whole 0–4 VTY line range. Cisco 
devices have several VTY access lines. Older routers have only five VTY 
lines. Newer routers have as many as 1,180 VTY lines. It is best practice to 
query the Cisco IOS about how many VTY lines are available.

Two main reasons exist to have several VTY access lines on a Cisco device:

 ✦ Allowing you to connect to the router and connect to another device 
from the router: Two VTY lines are needed in this case: one to connect 
into the router and another one to connect out of the router to another 
device.

 ✦ Allowing several administrators to work on the router: In large net-
works, more than one administrator may manage the network. More than 
one administrator may need to connect from a remote location to the 
same router using Telnet or SSH. This is typical with large core routers.

The password my_telnet_password command sets the my_telnet_
password password on the VTY access lines. You can set a different pass-
word on each line. However, this is not recommended, because you don’t 
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know which VTY line you on are when you log in, so you wouldn’t know 
which password to enter. Best practice is to select the whole range of VTY 
lines and to set the same password on all of them.

Finally, instruct the Cisco router to prompt for authentication by entering 
the login Cisco IOS command. From now on, anytime you connect to any of 
the VTY lines, you will be prompted to provide a password. The password 
you provide must be my_telnet_password. To disable the authentication 
prompt, issue line vty 0-4 again and enter the no login command.

After you run the initial setup IOS commands, the router has a startup 
configuration saved in NVRAM. The router is reachable on the IP network. 
You can now connect to the router either locally to its console or auxiliary 
port, or remotely to its IP address, as explained previously in the section 
“Connecting to a Cisco Router.”

Configuring banners
You can optionally configure a banner for your router using the banner 
Cisco IOS command. The purpose of a banner is to display a brief message 
about the router when you log in. This is useful when you have many rout-
ers spread out across multiple sites. It helps identify the router you log in to 
and see its configuration and usage guidelines. Banners are also useful for 
legal reasons: You can add a security warning in the banner message to warn 
users against unauthorized logins to the router. Although this does not pre-
vent the user from logging in to the router, it does provide ground for legal 
action in the case of unauthorized logins. Always use passwords to secure 
your routers.

Four types of banners are available:

 ✦ Message of the day (MOTD) banner: This is the first banner to display 
when a user connects to a router, regardless of the type of connection. 
This banner is used to display a message for all users that connect to 
the router, before they log in. This is typically used for an unauthorized 
access warning.

 ✦ Login banner: This banner is displayed on TTY or VTY terminals after 
the MOTD banner. This banner is typically used to display information 
about the router and to provide guidelines on how to log in and use the 
router.

 ✦ Incoming terminal connection banner: This banner is displayed on 
reverse TTY or VTY terminals after the MOTD banner. This banner is 
used for the same reasons as the login banner. The only difference is the 
type of terminal connection: You can specify additional information in 
this banner for users that connect with reverse TTY or VTY terminals.
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 ✦ EXEC process creation banner: This banner is displayed whenever an 
EXEC process is created, after the user is logged in. An EXEC process is 
created for each user EXEC prompt. User EXEC prompts are established 
for each user connected to the router, after the user logs in successfully. 
Hence, the EXEC process creation banner is displayed after the login/
incoming banners and after the MOTD banner.

To configure an MOTD banner on your router, run the following commands:

RT1>enable (or en)
RT1#configure terminal (config t)
RT1(config)#banner motd -
Enter TEXT message. End with character ‘-’.
$This router is property of silange.com networks. Unauthorized access is 

prohibited. Please disconnect if you are not a silange.com employee, 
customer, or business partner.

-
RT1(config)#

The banner motd - command starts the banner text editor using ‘-’ 
as the delimiting character. The delimiting character is used by the IOS to 
determine when you are done typing the banner text. You enter the banner 
text of your choice and finish by typing the delimiting character (‘-’ in this 
case) and pressing Enter. The delimiting character can be any character, but 
you cannot use that character within the text of the banner. Cisco IOS would 
interpret that as the end of the banner text.

Resetting a Cisco router
Cisco routers revert to setup mode anytime no startup configuration exists 
in NVRAM. Normally, this only happens when the router is new and not yet 
configured.

However, you may want to clear the current configuration in NVRAM and 
start a new configuration from scratch. This is typically a last-resort trouble-
shooting method: When problems affect the router and no troubleshooting 
method fixes the problems, your last resort is to reset the router and recon-
figure it.

Resetting the router clears the configuration of the router.

After it is reset, the router is in the state it was when you purchased it:

 ✦ No IP address

 ✦ No host name

 ✦ No default gateway (router)
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 ✦ No subnet mask

 ✦ No console password

 ✦ No Telnet password

 ✦ No startup configuration

It is best practice to back up the startup configuration of a router to a 
backup computer host before resetting the router.

To reset a router, you need to clear its startup configuration from NVRAM:

RT1>enable (or en)
RT1#erase startup-config
Erasing the nvram filesystem removes all configuration files!
Continue? [confirm] <press Enter to confirm>
[OK]
Erase of nvram: complete
RT1#

Observe that the erase command warns you that the NVRAM contents will 
be reinitialized and prompts you to confirm. The default answer is confirm. 
To confirm, just press Enter.

Managing Cisco router configuration
Ongoing, you can manage your router using the following:

 ✦ Cisco IOS commands

 ✦ The Cisco Network Assistant (CNA) GUI tool

 ✦ The Cisco Router and Security Device Manager (SDM) GUI tool

 ✦ The Cisco Router and Security Device Manager (SDM) Express Web tool

The Cisco Network Assistant (CNA) tool, the Cisco Router and Security 
Device Manager (SDM) tool, and the Cisco Router and Security Device 
Manager (SDM) Express tool are graphical user interface (GUI)–based tools 
that allow you to manage your router and its startup and running configura-
tions from a remote location using a computer host. Their GUI interfaces are 
much easier to use and more intuitive than Cisco IOS commands.

Recall that although the Cisco Network Assistant (CNA) tool can moni-
tor and manage both switches and routers, it is typically used with Cisco 
switches, rather than with Cisco routers. The Cisco Router and Security 
Device Manager (SDM) and the Cisco Router and Security Device Manager 
(SDM) Express are the preferred router monitoring and management tools.
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You read about the Cisco Network Assistant (CNA) tool, the Cisco Router 
and Security Device Manager (SDM) tool, and the Cisco Router and Security 
Device Manager (SDM) Express in Book I, Chapter 10. You find out about 
Cisco IOS router configuration management commands in the following 
sections.

Managing the router boot process
Cisco routers always follow the same boot process when they are powered 
up. This process contains four stages:

 1. Run the POST: The Cisco router runs the power-on self test to verify 
basic functionality of the Cisco router hardware.

 2. Boot up: The Cisco router runs the bootstrap program to bring up the 
router and transition it to normal operation mode by loading the first 
Cisco IOS image from flash memory.

 3. Load the IOS: The Cisco IOS loads into RAM from flash memory.

 4. Load the startup configuration: After the Cisco router loads the IOS in 
RAM, the IOS loads the device startup configuration from NVRAM. The 
startup configuration is loaded into RAM and becomes the running con-
figuration, the configuration that changes dynamically while the Cisco 
router is running. At this point, the Cisco router is in normal operation 
mode, ready for business.

This process is also called the automatic boot process: The router automati-
cally boots up with current options and loads the startup configuration.

Boot command
Recall that the Cisco bootstrap program loads the first Cisco IOS image 
file from flash memory, by default, when the router is powered up. In some 
cases, you may need to boot a specific IOS image file from flash memory. For 
example, suppose that you download a new Cisco IOS image file that con-
tains additional features, but you would like to test it on your router before 
you remove the original IOS image file. You can configure the router to boot 
with the new IOS image file using the boot command.

The boot command allows you to configure the boot process of a Cisco 
router. You can control the following:

 ✦ Which Cisco IOS image file is loaded

 ✦ Which startup configuration file is loaded
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You can use the Cisco IOS contextual help to see the options available with 
the boot command:

RT1>enable (or en)
Password: my_priv_encrypt_password
RT1#configure terminal (or config t, or conf t)
RT1(config)#
RT1(config)#boot ?
  bootstrap  Bootstrap image file
  host       Router-specific config file
  network    Network-wide config file
  system     System image file
RT1(config)#exit
RT1#disable
RT1>

Observe that you need to be in privileged global configuration mode to exe-
cute the boot command.

The bootstrap, host, and network options are beyond the scope of the 
CCNA test.

The service-config command enables loading of router startup configu-
ration files from remote servers. If loading of configuration files from remote 
servers is not enabled with the service-config command, the router 
ignores the boot host and boot network options and looks for a startup 
configuration file in its NVRAM instead.

Loading startup configuration files from remote servers is done in two 
phases:

 1.  The IOS loads the network configuration file. The network configura-
tion file contains configuration settings that apply to all routers in your 
network that are loading their startup configuration from a network 
configuration server. You would typically have only one network con-
figuration file for all your routers. The network configuration file name 
is network-config by default.

 2. The IOS loads the host configuration file. The host configuration file 
contains configuration settings that apply to a specific router. You may 
have as many host configuration files as you have routers in your net-
work, if each router needs specific settings. The host configuration file 
name is <router_hostname>-config by default. It is comprised of the 
router host name (in lowercase characters) and the -config suffix.

The boot host option sets the location of the host configuration file of the 
router.
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The boot network option sets the location of the network configuration 
file of the router.

Using the host and network boot options in conjunction with the service-
config command is useful in large environments where you have a lot of 
routers to manage. It’s more efficient to manage the routers’ network and 
host startup configuration files on a central management computer than to 
keep track of the files on each router. It is best practice to back up the con-
figuration server host to avoid losing the configuration files.

The system option allows you to boot a specific Cisco IOS image file. This is 
useful in cases when, for example, you download a new Cisco IOS image file, 
containing additional features, and you would like to test it on your router.

The system option allows you to boot a specific Cisco IOS image file either 
from local flash memory on the router or from a remote server.

Here is an example in which you set the router to boot with a specific Cisco 
IOS image file stored in flash memory:

RT1>enable (or en)
Password: my_priv_encrypt_password
RT1#configure terminal (or config t, or conf t)
RT1(config)#
RT1(config)#boot system flash:/c2600-ik9o3s3-mz.123-1a.bin
RT1(config)#exit
RT1#disable
RT1>

Observe that you need to be in privileged global configuration mode to exe-
cute the boot command.

You can use the show running-configuration command to verify the 
current boot options on a router:

RT1>enable (or en)
Password:my_priv_encrypt_password
RT1#show running-configuration | include boot
boot-start-marker
boot system flash c2600-ik9o3s3-mz.123-1a.bin
boot-end-marker
RT1#disable
RT1>

Observe that you need to be in privileged EXEC mode to execute the show 
running-configuration boot command.

Note also that you filter the output to display only lines that contain the 
word boot using the | include boot suffix.
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This command shows the current boot options. All options can be changed 
with the corresponding boot command, as explained earlier. After you 
change a boot option, you need to reboot your router using the reload 
command in privileged EXEC mode.

Managing the router boot process with the configuration register
In Book I, Chapter 10, you read that the configuration register is a 2-byte (16-
bit) area of NVRAM that holds a numeric value defining how the Cisco router 
starts up.

By default, the value stored in the configuration register instructs the boot-
strap program to load the Cisco IOS from flash memory and to load the 
startup configuration from NVRAM.

You can change the value of the configuration register from the ROMMON 
prompt. To get to the rommon > prompt, you need to break out of the boot-
strap process by pressing Ctrl+Break while the Cisco router is booting up.

The configuration register can be set to various values, but the following 
three values are important to remember:

 ✦ 0x2100: This value instructs the bootstrap program to boot to the 
ROMMON prompt. This is equivalent to pressing Ctrl+Break while the 
Cisco router is booting up to break out of the bootstrap process and exit 
to the rommon> prompt.

 ✦ 0x2101: This value instructs the bootstrap program to boot to the 
(boot)> Rx-boot prompt.

 ✦ 0x2102 to 0x210F: These values instruct the bootstrap program to boot 
the Cisco IOS from flash memory. Observe that there are 14 possible 
values (2 to F). The value that you specify determines which copy of the 
IOS is loaded. You can have up to 14 different copies (versions) of the 
Cisco IOS in flash memory. The value that you set in the configuration 
register determines which copy is loaded. The configuration register is set 
to 0x2102 by default. The bootstrap program loads the first copy of the 
Cisco IOS from flash memory.

So, what are the other configuration register values that you can set? The 
configuration register is comprised of 2 bytes or 16 bits, which means 216 
(65,536) possible values. This is a lot of possible configuration variations, 
but in reality, only a small number of these values are used.

Table 2-1 illustrates the default value of the configuration register (0x2102) 
in binary and hexadecimal values.
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Table 2-1 Configuration Register

Nibble 1 Nibble 2 Nibble 3 Nibble 4

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bin 0 0 1 0 0 0 0 1 0 0 0 0 0 0 1 0

Hex 2 1 0 2

Each binary nibble (each group of 4 bits) is a digit in hexadecimal. You read 
this table by nibble:

 ✦ The value of nibble 1 is 00102, which is 216.

  ✦ The value of nibble 2 is 00012, which is 116.

 ✦ The value of nibble 3 is 00002, which is 016.

 ✦ The value of nibble 4 is 00102, which is 216.

Next, you put the value of each nibble side by side to obtain the hexadecimal 
number: 0x2102.

Now, how would you express 0x2102 in binary? Each digit is a nibble in 
binary:

 ✦ The value of nibble 1 is 216, which is 00102.

  ✦ The value of nibble 2 is 116, which is 00012.

 ✦ The value of nibble 3 is 016, which is 02.

 ✦ The value of nibble 4 is 216, which is 00102.

Next, you put the value of each nibble side by side to obtain the binary 
number: 0010 0001 0000 00102.

By turning bits on and off in the configuration register, you configure the 
behavior of the bootstrap program. Each bit-set combination corresponds 
to a number in hexadecimal. You set the configuration register to that bit set 
by initializing the configuration register with the corresponding hexadecimal 
number.

Table 2-2 lists the purpose of some of the bits of the configuration register.
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Table 2-2 Configuration Register Bit Purpose

Bit Hexadecimal Value Purpose

0–3 0x0000–0x000F Boot option

6 0x0040 Do not load startup configuration from NVRAM

8 0x0100 Disable break

11,12 0x0800, 0x1000 Set console line speed

13 0x2000 Boot from ROM if TFTP boot fails

15 0x8000 Enable diagnostic messages

Bit 0 instructs the bootstrap program to load a specific operating system. 
The default value of bit 0 (0x0002) instructs the bootstrap program to load 
the first copy (version) of the Cisco IOS from flash memory. Recall that you 
can have 14 different copies (versions) of the Cisco IOS in flash memory. 
Table 2-3 summarizes the values of bit 0 and their purpose.

Table 2-3 Configuration Register: Bit 0 — Boot Option

Bit 0 Value Hex Purpose

0 0x0000 Boot to rommon> prompt

1 0x0001 Boot to (boot)> prompt

2 0x0002 Boot first copy of Cisco IOS from flash memory

3 0x0003 Boot second copy of Cisco IOS from flash memory

4 0x0004 Boot third copy of Cisco IOS from flash memory

F 0x000F Boot 14th copy of Cisco IOS from flash memory

Bit 6 is important for recovering lost passwords. Bit 6 instructs the boot-
strap program to avoid reading the startup configuration from NVRAM. This 
allows you to recover lost or forgotten passwords. You find out how to do 
this in the section “Recovering router passwords,” later in this chapter.

Bit 8 instructs the bootstrap program to disable the break key (Ctrl+Break) 
during normal operation. Note that you can always break out of the boot 
process to the rommon> prompt if you press Ctrl+Break during the first 60 
seconds while the router boots up, regardless of this setting. Setting bit 8 
to 1 really means that Ctrl+Break is disabled during normal operation. Bit 8 
is set by default.
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Bits 11 and 12 instruct the bootstrap program to use a certain speed for the 
console line. By default, these two bits are not set: Bit 11 is 0 and bit 12 is 
also 0. Here are the values and meanings for bits 11 and 12:

 ✦ 00: Speed is 9600 baud

 ✦ 01: Speed is 4800 baud

 ✦ 10: Speed is 1200 baud

 ✦ 11: Speed is 2400 baud

The console line speed is 9600 baud by default; both bits are 0 by default. 
There is no reason to change the speed unless you use a computer host that 
cannot connect at 9600 baud to the console line. You can set a lower speed 
in that case.

Bit 13 instructs the bootstrap program to boot the default Cisco IOS from 
ROM if booting from flash memory fails and if booting from a TFTP network 
boot server also fails.

Bit 15 instructs the bootstrap program to enable diagnostic messages and to 
ignore the contents of NVRAM. This option is useful for troubleshooting the 
router.

These values can be combined. For example, the configuration register is 
set by default to 0x2102. Referring to Table 2-2, bits 13 and 8 are set to 1. 
Referring to Table 2-3, bit 0 is set to 2. This means the following:

 ✦ Bit 13: 0x2000 instructs the bootstrap program to boot the default Cisco 
IOS from ROM if booting from flash memory fails and if booting from a 
TFTP network boot server also fails.

 ✦ Bit 8: 0x0100 instructs the bootstrap program to disable the break key 
(Ctrl+Break) during normal operation. Note that you can always break 
out of the boot process to the rommon> prompt if you press Ctrl+Break 
during the first 60 seconds while the router boots up, regardless of 
this setting. Setting bit 8 to 1 means that Ctrl+Break is disabled during 
normal operation.

 ✦ Bit 0: 0x0002 instructs the bootstrap program to load the first copy (ver-
sion) of the Cisco IOS from flash memory. Recall that you can have 14 
different copies (versions) of the Cisco IOS in flash memory. The value 
you set in bit 0 in the configuration register determines which copy is 
loaded. Table 2-3 summarizes the values of bit 0 and their meaning.
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You can change the value of the configuration register using the config-
register Cisco IOS command. You need to reboot the router for the 
change to take effect.

Here is an example:

SW1>enable (or en)
SW1#configure terminal (or config t)
SW1(config)#config-register 0x2100
SW1(config)#exit
SW1#show version (or sh ver)
…
Configuration register is 0x2102 (will be 0x2100 at next reload)

Here you set the configuration register to 0x2100 to boot to the ROM 
Monitor rommon> prompt at next reboot. Observe that the show version 
Cisco IOS command shows you the current value of the configuration regis-
ter and the future value at next reboot, if you change it.

Managing configurations
Two configurations exist on any Cisco router: the startup configuration and 
the running configuration. The following sections review the characteristics 
of startup and running configurations and describe how to manage them on 
a Cisco router.

Startup configuration
The startup configuration is the configuration that the Cisco IOS loads when 
it boots up. The startup configuration is stored in NVRAM, which keeps its 
contents even when the Cisco device is powered down.

Recall that whenever no startup configuration exists in NVRAM, the router 
starts in setup mode to allow you to create a startup configuration. After 
you complete the setup mode, you are prompted to save the configuration 
to NVRAM. If you answer yes, the configuration you created is saved to 
NVRAM; it becomes the startup configuration. You can also manually save 
the current configuration to NVRAM by using the copy running-config 
startup-config Cisco IOS command.

Cisco devices use the startup configuration data to configure the device 
before normal operation starts. The Cisco IOS loads the startup configura-
tion from NVRAM into RAM. At that point, the startup configuration becomes 
the running configuration. The router is up and ready in normal operation 
mode.
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Running configuration
The running configuration is the dynamic data that changes while the Cisco 
device is in normal operation mode. This includes the following:

 ✦ Routing tables

 ✦ VLAN data

 ✦ Routing protocol configuration data

 ✦ Temporary buffers

The Cisco IOS loads the startup configuration from NVRAM into RAM during 
the boot process. After it is in RAM, the startup configuration becomes the 
running configuration and can change dynamically.

You can save the running configuration into NVRAM to replace the startup 
configuration with updated data. To do this, use the copy running-config 
startup-config Cisco IOS command. You can also save the running con-
figuration to a file on a computer host.

Saving the running configuration to NVRAM
To save the running configuration to NVRAM, run the following command:

RT1>enable (or en)
RT1#copy running-config startup-config (or copy run start)
Destination filename [startup-config]? <press Enter>
Building configuration . . .
[OK]
RT1#

The second line shows the copy command. You can also use the short form 
of this command (copy run start).

The third line asks where you want to copy the running configuration to. 
You have several possible destinations:

 ✦ startup-config: Use this keyword to copy the current running con-
figuration over the startup configuration in NVRAM.

 ✦ flash: Use this keyword to copy the current running configuration to a 
file in flash memory, alongside the Cisco IOS.

 ✦ ftp: Use this keyword to copy the current running configuration to an 
FTP server. This option is useful to back up the router configuration to a 
remote computer host.

 ✦ archive: This is similar to the ftp option, except that you archive to a 
tape- or disk-based backup system directly, instead of passing through a 
computer host.
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The default destination is the startup-config file in NVRAM. To keep the 
default answer, just press Enter. Sometimes, the Cisco IOS prompts you to 
enter a value, and it shows the default answer in between brackets [ ]. To 
keep the default answer, just press Enter.

Monitoring the running configuration
To monitor the running configuration, run the following command:

RT1#show running-config (or sh run)

Monitoring the startup configuration
To monitor the startup configuration, run the following command:

RT1#show startup-config (or sh start)

Deleting the startup configuration
Upon reboot, a router starts in setup mode if no startup configuration exists 
in NVRAM. You can manually delete the startup configuration from NVRAM. 
This allows you to start a new configuration from scratch. This is typically a 
last-resort troubleshooting method: When problems affect the router and no 
troubleshooting method fixes the problems, your last resort is to reset the 
router and reconfigure it.

It is best practice to back up the startup configuration to a backup computer 
host before deleting it. You find out how to back up the configuration to a 
backup computer host in the section “Back up the router running configura-
tion to a computer host,” later in this chapter.

To delete the startup configuration, run the following command:

RT1>enable (or en)
RT1#erase startup-config
Erasing the nvram filesystem removes all configuration files!
Continue? [confirm] <press Enter to confirm>
[OK]
Erase of nvram: complete
RT1#

Observe that the erase command warns you that the NVRAM contents will 
be reinitialized and prompts you to confirm. The default answer is confirm. 
To confirm, simply press Enter.

Router configuration backup and recovery best practice
It is best practice to save the running configuration to both

 ✦ The startup configuration file in NVRAM on the router itself

 ✦ To a computer host
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This protects you against a total failure of the router. If the router fails and 
you need to replace it with a new one, you don’t want to have to re-create 
the startup configuration from scratch. If you have that configuration saved 
on a computer host, you can load the startup configuration from the com-
puter host and onto the new router, and you’re ready to go in production 
with the new router.

Back up the router running configuration to a computer host
To back up the running configuration to a computer host, run the following 
command:

RT1>enable (or en)
RT1#copy running-config tftp (or copy run tftp)
Address or name of remote host []? 192.168.75.5
Destination filename [RT1-config]? <press Enter>
812 bytes copied in 0.910 secs (892 bytes/sec)
RT1#

The copy running-config tftp Cisco IOS command on the second line 
initiates the copy process of the router running configuration to a TFTP 
server.

The third line prompts you for the IP address or host name of the remote 
host destination. Observe that the IOS does offer a suggested IP address or 
host name. You can configure a default TFTP server. The IP address or host 
name of that default TFTP server then shows up as a suggestion in line 3.

The fourth line prompts you for the filename you want to give to the configu-
ration file saved on the remote host. The router name, followed by the suffix 
-config, is suggested by default. You simply press Enter to accept the sug-
gested filename.

Now your running configuration is saved in a file named RT1-config on the 
remote computer host with IP address 192.168.75.5.

Recover a router configuration from a computer host
Suppose that you need to load a configuration from a remote host to your 
router. The same copy Cisco IOS command allows you to recover a configu-
ration from a remote host:

RT1>enable (or en)
RT1#copy tftp running-config (or copy tftp run)
Address or name of remote host []? 192.168.75.5
Source filename []? RT1-config
Destination filename [running-config]? <press Enter>
Accessing tftp://192.168.75.5/RT1-config...
Loading RT1-config from 192.168.75.5
[OK - 812 bytes]
812 bytes copied in 10.120 secs (80 bytes/sec)
RT1#
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The copy tftp running-config Cisco IOS command on the second line 
initiates the copy process of the router running configuration from a TFTP 
server.

The third line prompts you for the IP address or host name of the remote 
host destination. Observe that, in this example, the IOS does not suggest any 
source IP address or hostname “[]”. You can configure a default TFTP server 
on your router. The IP address or hostname of that default TFTP server will 
then show up suggested between the square brackets.

The fourth line prompts you for the source filename of the configuration file 
that you want to load from the remote host. Enter the name of a configura-
tion file that you saved previously on the TFTP server. In this example, you 
enter the name of the configuration you just copied to the TFTP server in the 
previous example (“RT1-config”).

The fifth line prompts you for the destination filename. The running-config 
filename is suggested. This means that the configuration you load from the 
TFTP server will replace the current running configuration. Press Enter to 
accept the suggested choice.

Next, the copy command displays a few status messages.

At this point, your running configuration has been loaded from a file named 
RT1-config from a remote TFTP server host with IP address 192.168.75.5.

Managing router configurations using the Cisco IOS File System (IFS)
This section shows how to manage the memory of a Cisco router using Cisco 
IOS File System (IFS) commands.

Know that you can manage the memory of a Cisco router like a file system 
on a computer host. The Cisco IFS presents the memory of a Cisco router as 
directories (or folders) and files within those directories, just like Microsoft 
Windows, Apple Mac OS X, Linux, or any other computer operating system 
presents the hard drive of a computer host as directories (or folders) and files.

The Cisco IFS commands are only available in privileged mode. So, you need 
to run the enable command first (or en in its short form).

First, verify the current directory:

RT1>enable (or en)
RT1#pwd
flash:

You are currently in the flash main memory directory, as shown by the pwd 
command. Next, run the dir Cisco IFS command to see the contents of flash 
memory on your router:
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RT1#dir
Directory of flash:/
    1  -rw-  15572992 <no date> c2600-ik9o3s3-mz.123-1a.bin
16777216 bytes total (1204160 bytes free)

This shows that the flash memory on your router contains a single Cisco IOS 
image named c2600-ik9o3s3-mz.123-1a.bin.

You can easily find other directories and files by using the dir all-
filesystems Cisco IFS command:

RT1#dir all-filesystems
Directory of nvram:/
27  -rw-   0          <no date>  startup-config
28  ----   0          <no date>  private-config

29688 bytes total (29636 bytes free)

Directory of system:/
10  drwx   0          <no date>  its
 2  dr-x   0          <no date>  memory
 1  -rw-   582        <no date>  running-config
 9  dr-x   0          <no date>  vfiles

No space information available
Directory of flash:/
1  -rw-    15572992   <no date>  c2600-ik9o3s3-mz.123-1a.bin

16777216 bytes total (1204160 bytes free)

Observe that you have three main directories (file systems) on your Cisco 
router:

 ✦ nvram: Stores the startup-config and the private-config files.

 ✦ system: This is the RAM, which contains the running-config file.

 ✦ flash: This is the flash memory, which contains the Cisco IOS operating 
system image. This is the Cisco IOS image that the bootstrap program 
loads in RAM when the router boots up.

You can list the contents of any of these main directories (file systems) indi-
vidually using the dir and cd Cisco IFS commands. You can change your 
working directory from flash: to any of the main directories using the cd 
Cisco IFS command.

For example, list the contents of NVRAM:

RT1#dir nvram:
Directory of nvram:/
   27  -rw-   0    <no date>  startup-config
   28  ----   0    <no date>  private-config
29688 bytes total (29636 bytes free)
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Now, change to the RAM directory (system) and look at the files and direc-
tories available there:

RT1#cd system:
RT1#dir
Directory of system:/
   10  drwx    0    <no date>   its
    2  dr-x    0    <no date>   memory
    1  -rw-    582  <no date>   running-config
    9  dr-x    0    <no date>   vfiles

Observe the running-config file. This is the current running configura-
tion. You can copy a configuration file from a computer host to system:/
running-config to load a configuration on the router from a configuration 
backup file on a computer host.

To load a configuration on the router from a configuration backup file on a 
computer host, run the following Cisco IFS commands:

RT1#copy tftp://192.168.75.5/RT1-confg system:/running-config
Destination filename [running-config]? <press Enter>
Accessing tftp://192.168.75.5/RT1-confg...
Loading RT1-confg from 192.168.75.5
[OK - 812 bytes]
812 bytes copied in 10.120 secs (80 bytes/sec)
RT1#

The copy tftp://192.168.75.5/RT1-confg system:/running-
config command you use here is very similar to the copy tftp running-
config command that you used in the previous section. The only difference 
is that you specify the path to the source and the path to the destination 
when you use the Cisco IFS version of the copy command.

You can also use this command to copy a configuration from a configuration 
backup file on a computer host to the startup-config file in NVRAM. Here 
is an example:

RT1#copy tftp://192.168.75.5/RT1-confg nvram:/startup-config
Destination filename [startup-config]? <press Enter>
Accessing tftp://192.168.75.5/RT1-confg...
Loading RT1-confg from 192.168.75.5
[OK - 812 bytes]
812 bytes copied in 10.120 secs (80 bytes/sec)

Managing Cisco Router Authentication
You can configure several passwords for different types of access to your 
router:
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 ✦ Console password: Used for console access through the console port or 
through a Console Terminal Server.

 ✦ Auxiliary password: Used for console access through the auxiliary port 
using a modem.

 ✦ VTY lines password: Virtual type terminal (VTY) lines are used for Telnet 
and Secure Shell (SSH) access. They are called virtual type terminal lines 
because no physical terminal is connected to the router. Instead, you con-
nect a computer host to the network and access the router remotely using 
the router management IP address. A terminal emulation program on the 
computer host emulates a physical terminal (TTY).

 ✦ Privileged password: Used for privileged mode access. Privileged mode 
is an “expert” management operation mode used to run some Cisco IOS 
commands.

The console port and the auxiliary port are enabled by default, even if no 
password is specified for them. This is a security risk. It is best practice to 
specify at least a console password on new Cisco devices.

Privileged EXEC mode is not secured with a password by default on Cisco 
routers. By default, you can access privileged mode by executing the 
enable IOS command at the user EXEC prompt. It is best practice to con-
figure a privileged mode password to secure access to advanced IOS com-
mands that can adversely affect the functionality of the router, if misused.

The VTY lines (Telnet and Secure Shell) are disabled by default. You need to 
specify a password for the VTY lines to enable them.

To configure passwords, you need to instruct the Cisco device to prompt for 
authentication. You use the login Cisco IOS command to do this.

Console password
This section reviews how to configure a console password. To configure the 
console password, run the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#line console 0 (or line con 0)
RT1(config-line)#password my_password
RT1(config-line)#login
RT1(config-line)#exit
RT1(config)#exit
RT1#disable
RT1>
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The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.

The line console 0 command selects the console line. Cisco devices 
have only one console line: console 0.

The password my_password command sets the my_password password 
on the console access line.

Finally, you instruct the Cisco router to prompt for authentication by enter-
ing the login Cisco IOS command. From now on, anytime you connect to 
the console line, you will be prompted to provide a password. The password 
you provide must be my_password. To disable the authentication prompt, 
issue line console 0 again and enter the no login command.

You use the exit commands to exit the config-line mode and to exit the 
config global configuration mode.

Telnet password
This section reviews how to configure a password for the VTY access lines. 
To configure a password for the VTY lines, run the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)# line vty 0 ?
   <0-4> last line number
RT1(config-line)#line vty 0-4
RT1(config-line)#password my_telnet_password
RT1(config-line)#login
RT1(config-line)#exit
RT1(config)#exit
RT1#disable
RT1>

The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.

The line vty 0 ? command asks the Cisco IOS how many VTY lines are 
available. The response (<0-4> last line number) shows that five VTY 
lines are available on this particular router. Now you can configure a pass-
word on any one of the VTY lines (by selecting that particular line) or on all 
VTY lines (by selecting the whole 0–15 line range).

The line vty 0-4 command selects the whole 0–4 VTY line range. Cisco 
routers have several VTY access lines. Older routers have only five VTY 
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lines. Newer routers have as many as 1,180 VTY lines. It is best practice to 
query the Cisco IOS about how many VTY lines are available.

Two main reasons exist to have several VTY access lines on a Cisco router:

 ✦ Allowing you to connect to the router and connect to another device 
from the router. Two VTY lines are needed in this case: one to connect 
into the router and another one to connect out of the router to another 
device.

 ✦ Allowing several administrators to work on the router. In large net-
works, more than one administrator may manage the network. More 
than one administrator may need to connect from a remote location 
to the same router using Telnet or SSH. This is typical with large core 
routers.

The password my_telnet_password command sets my_telnet_
password password on the VTY access lines. You can set a different pass-
word on each line. However, this is not recommended. You don’t know 
which VTY line you are on when you log in, so you wouldn’t know which 
password to enter. Best practice is to select the whole range of VTY lines 
and to set the same password on all of them.

Finally, instruct the Cisco router to prompt for authentication by entering 
the login Cisco IOS command. From now on, anytime you connect to any of 
the VTY lines, you will be prompted to provide a password. The password 
you provide must be my_telnet_password. To disable the authentication 
prompt, issue line vty 0-15 again and enter the no login command.

Auxiliary password
If your router has an auxiliary port, it is best practice to secure access to the 
auxiliary port using a password. To configure the auxiliary password, run 
the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#line auxiliary 0 (or line aux 0)
RT1(config-line)#password my_aux_password
RT1(config-line)#login
RT1(config-line)#exit
RT1(config)#exit
RT1#disable
RT1>

The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.
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The line console 0 command selects the console line. Cisco routers 
have only one console line: console 0.

The password my_password command sets the my_password password 
on the console access line.

Finally, instruct the Cisco router to prompt for authentication by entering 
the login Cisco IOS command. From now on, anytime you connect to the 
console line, you will be prompted to provide a password. The password 
you provide must be my_password. To disable the authentication prompt, 
issue line console 0 again and enter the no login command.

You use the exit commands to exit the config-line mode and to exit the 
config global configuration mode.

Privileged password
It is best practice to set up a privileged password to secure access to 
advanced IOS commands that can adversely affect the functionality of the 
router if misused. You can use two different commands to configure a privi-
leged password:

 ✦ enable password my_priv_password: This command sets my_
priv_password as the privileged password. This password is not 
encrypted by default. This command is supported in all IOS versions.

 ✦ enable secret my_priv_encrypt_password: This command sets 
my_priv_ encrypt_password as the privileged password. This pass-
word is encrypted. This command is supported in newer IOS versions.

Using the enable secret or the enable password commands, you 
configure a privileged password that is stored locally on your router. The 
only difference between the two commands is that enable secret stores 
the password on the router in encrypted form, which is more secure than 
enable password, which stores the password on the router in unen-
crypted form.

Always use the Cisco IOS help to determine whether the enable secret 
command is available. If it is, use it to set the privileged password. It is best 
practice to encrypt the privileged password using the enable secret com-
mand whenever this command is available.

You can also configure your privileged password to be stored on a Terminal 
Access Controller Access Control System (TACACS) server. This is a good 
option in larger networks with many routers when it is better to configure 
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the privileged password once, centrally, on a TACACS server, instead of con-
figuring passwords on each of your routers.

To configure an encrypted privileged mode password, run the following 
commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#enable secret my_priv_encrypt_password
RT1(config)#exit
RT1#disable
RT1>

Encrypting passwords
By default, passwords are stored in plain text in the running configuration in 
RAM and in the startup configuration file in NVRAM. You can view the pass-
words on your router in plain text, using either the show running-config 
command or the show startup-config command. This is a security risk. 
It is best practice to encrypt all passwords on your router.

The privileged password is encrypted if you use the enable secret com-
mand. It is best practice to set a privileged password using the enable 
secret command to make sure that it is encrypted. So, if you use enable 
secret instead of enable password to set a privileged password, your 
privileged password is encrypted.

How about other passwords? Console, auxiliary, and Telnet (VTY) pass-
words are not encrypted, even if you use the enable secret command 
for the privileged password. You need to encrypt them using the service 
password-encryption command.

To encrypt passwords on your router, run the following commands:

RT1>enable (or en)
RT1#configure terminal (or config t)
RT1(config)#service password-encryption
RT1(config)#exit
RT1#disable
RT1>

The first two commands (enable and configure terminal) set the IOS in 
privileged global configuration mode. You can now run commands that con-
figure global router settings, that is, settings that apply to the whole router.

The service password-encryption command asks the Cisco IOS 
to encrypt all passwords except the privileged password that is already 
encrypted if the enable secret command was used.
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Enabling Secure Shell (SSH)
Secure Shell (SSH) is similar to Telnet: It allows remote users to connect to 
the router by using the router IP address. SSH is more secure than Telnet, 
because it encrypts data exchanged between the remote management com-
puter and the router.

It is best practice to encrypt data exchanged between the remote manage-
ment computer and the router.

Consider this example: You need to change the passwords on a router 
located in a remote data center. The data center is too far to walk to, so you 
need to connect to the router remotely from your computer. While changing 
the passwords, you enter the passwords on the keyboard of your computer. 
If you are connected to the router using Telnet, the data exchanged between 
your computer and the router is in clear text. That data includes the new 
passwords that you type at your computer keyboard. Hence, passwords are 
sent over the Internet in clear text. This is a security risk. SSH avoids this 
security risk by encrypting data exchanged between your computer and the 
router.

SSH uses encryption keys to encrypt the data exchanged in an SSH session. 
Cisco supports both SSH version 1.0 (also known as SSH v1 or SSH.1) and 
SSH version 2.0 (also known as SSH v2 or SSH.2). Cisco started to support 
SSH v2 with IOS Release 12.1(19)E on some router models.

If you get a %Invalid input error when you execute the crypto key 
generate rsa command, the Cisco IOS version on your router does not 
support SSH. You may need to download the cryptographic software image 
from Cisco. To download the cryptographic IOS software image for your 
router, log in to www.cisco.com/public/sw-center/index.shtml. 
Note that you need to register at Cisco.com before downloading. Some soft-
ware export limitations may apply.

Figure 2-9 shows the Cisco 2621 series router software download section at 
Cisco.com.

Observe that various packages are available for each release. Each package 
enables certain features for typical usages of the router. You choose the IOS 
image that corresponds to your needs. For example:

 ✦ IP/IPX/APPLETALK: You choose this Cisco IOS image if you use your 
2621 router to route data for IP, IPX, or AppleTalk network protocols. 
If you do not have any computer hosts using the NetWare IPX proto-
col and if you do not have any hosts using the AppleTalk protocol, it 
wouldn’t make sense to use this image, because enabling support for 
more protocols than necessary slows your router.
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Figure 2-9: 
Down-
loading 
Cisco 2621 
router IOS 
images.

 

 ✦ IP: You choose this Cisco IOS image if all computer hosts in your net-
work are using the Internet Protocol. Contrary to the previous IOS 
image, which enabled support for IP, IPX, and AppleTalk, this image only 
enables IP. If all your hosts are using IP, this is the image you want.

Scrolling down the list, you find images that enable encryption. You need to 
download and install one of those encryption-enabled IOS images.

To enable SSH, you need to

 ✦ Ensure that the Cisco IOS image on your router supports SSH.

 ✦ Ensure that you assigned a host name to your router: SSH needs the 
host name to generate the encryption keys.

 ✦ Ensure that you assigned an IP domain name to you router: SSH needs 
the IP domain name to generate the encryption keys.

 ✦ Create a local or TACACS administrator user and assign it a password: 
SSH cannot use the Telnet password that you assigned to the VTY 
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access lines. You need to create a specific user that will be used to 
authenticate SSH sessions.

 ✦ Create the encryption keys.

 ✦ Configure SSH options such as session timeout and number of login retries.

 ✦ Enable SSH on the VTY lines of your router.

Recovering router passwords
The Cisco IOS provides a mechanism to recover passwords, in case you lost 
them or you do not remember them.

You need to have physical access to the router to connect to its console port. 
This is a good thing, because you don’t want anyone else connecting from a 
remote location through Telnet to be able to reset the passwords on your routers.

The key point of the password recovery process is to boot up the Cisco 
router ignoring its current startup configuration, which contains the cur-
rent passwords. To boot up the Cisco router ignoring its current startup 
configuration you need to change the value in the configuration register. You 
can set bit 6 in the configuration register to instruct the bootstrap program 
to avoid reading the startup configuration from NVRAM. By doing this, you 
boot up the router as if it had no startup configuration — as if the router 
were new, coming out of the box.

Password recovery process
Follow these steps to recover passwords on a Cisco router:

 1. Change the configuration register to 0x2142.

 2. Reboot the router.

 3. Upon reboot, exit from setup mode.

  The router ignores the startup configuration in NVRAM, so it automati-
cally starts in setup mode. You need to exit setup mode because your 
router is already set up. You just want to reset the passwords in the cur-
rent startup configuration, not to reset the whole configuration.

 4. Enable privileged EXEC mode.

 5. Load the startup configuration manually from NVRAM to RAM.

 6. Enable global configuration mode.

 7. Change the passwords.

 8. Save the running configuration over the startup configuration in NVRAM.

 9. Change the configuration register back to the default value of 0x2102.

 10. Reboot the router.

              









Chapter 3: Network Routing

Exam Objectives
✓ Describing the types of network routes and knowing when to use them

✓ Describing routing and routed protocols, their characteristics, and 
purpose

✓ Describing routing decision criteria

✓ Distinguishing distance vector routing from link-state routing

✓ Describing route updates and convergence

✓ Describing routing administrative distance

✓ Describing common routing protocol metrics

✓ Describing the general process to enable and configure a routing 
protocol

Read this chapter to find out about Layer 3 routing. Routers route data 
packets between networks. Routers do the following:

 ✦ Manage routing protocols

 ✦ Build routing tables using routing protocols

 ✦ Route packets using routed protocols and routing tables

 ✦ Maintain routing tables

Introducing Network Routes
A network route is a data transmission path through one or more networks 
between two end nodes. The end nodes can be any computer device that 
supports IP connectivity, such as computer hosts, IP phones, digital video 
consoles, and smartphones.

More than one route can exist between two end nodes. The main purpose of 
a router is to find the best route to reach a destination node. The best route 
is calculated according to route metrics: the cost in time and resources to 
send a data packet over that route.

More than one router can exist in the data transmission path between the 
sending and the receiving nodes. For example, when you connect to an 
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Internet Web site from your home computer, your computer sends data 
packets to your home router. Your home router routes those packets to 
the default outbound gateway of your Internet service provider. The default 
outbound gateway of your Internet service provider, also a router, sends 
your data packets to the network of the Internet Web site. In this example, 
at least three routers are involved:

 ✦ Your home router

 ✦ Your Internet service provider’s router

 ✦ The inbound router of the Internet Web site

You find three types of network routes:

 ✦ Static routes

 ✦ Default routes

 ✦ Dynamic routes

Static routes
You define static routes manually on a router. Static routes are best suited 
for small networks, such as LANs, where routes rarely change. If routes 
change, you need to update your routes to reflect the new data transmission 
paths.

Advantages
Some of the advantages of using static routes are as follows:

 ✦ Routing efficiency: By defining static routes, you can leave the rout-
ing protocols disabled on your router. This saves some bandwidth. 
Dynamic routing requires routing protocols to be enabled. Routing pro-
tocols consume some bandwidth because they constantly send route 
update packets between routers.

 ✦ Security: In some cases, you may want to define static routes to control 
the data transmission paths used by your data. This may be useful in 
highly secure environments. Keep the following in mind though:

  • You can filter routing data using firewalls at the network perimeter.

 • You can use Virtual Private Networking (VPN) to secure your data 
transmissions, no matter which data path they travel on.

Hence, you can mitigate security risks involving dynamic routes using either 
firewalls or VPN or both. You read about firewalls and VPN in Book VI.
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In this example, you define a static route on router RT6751 to network 
192.168.25.0 through serial interface 0/1.

Default routes
Default routes are static routes that you define for packets bound to a des-
tination network that is not found in any of the routing tables on the router. 
Whenever the router receives packets bound to a network the router doesn’t 
know, it sends the packet out on the default route.

It is best practice to define a default route to ensure that data packets bound 
for networks unknown to your router are forwarded to a default gateway.

Default routes are related to default gateways: A default route is a data trans-
mission path to the default outbound gateway in a network. For example, in 
a LAN with network IP address 192.168.25.0, the default gateway is typically 
192.168.25.1. The default route is the data transmission path that reaches 
192.168.25.1, the default gateway.

Configuring default routes
You configure default routes using the same ip route Cisco IOS command 
in global configuration mode. However, the IP address and the subnet mask 
of the destination network are 0.0.0.0. Here is an example:

RT6751>enable (or en)
RT6751#configure terminal (or config t)
RT6751 (config)#ip route 0.0.0.0 0.0.0.0 serial 0/0
RT6751 (config)#exit
RT6751#disable
RT6751>

In this example, you define a default route on router RT6751 to outbound 
serial interface 0/0. Router RT6751 now sends data packets bound for 
unknown networks out on serial interface 0/0.

You can also use the IP address of the default gateway to configure a default 
route, as shown here:

RT6751>enable (or en)
RT6751#configure terminal (or config t)
RT6751 (config)#ip route 0.0.0.0 0.0.0.0 192.168.67.1
RT6751 (config)#exit
RT6751#disable
RT6751>

In this example, you define a default route on router RT6751 to outbound 
IP address 192.168.67.1. Router RT6751 now sends data packets bound for 
unknown networks out to the default gateway of network 192.168.67.0.
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Dynamic routes
Dynamic routes are routes that change over time. Routing protocols define 
and maintain dynamic routes. Routes change due to the following:

 ✦ Network topology updates

 ✦ Network traffic updates

 ✦ Available bandwidth

 ✦ Link state

Some of the advantages of using dynamic routes are as follows:

 ✦ Low maintenance: You do not need to update your routes whenever data 
transmission paths change when using dynamic routing. Routes are auto-
matically updated by routing protocols that exchange route update pack-
ets. All you need to do is to configure routing protocols on your router.

 ✦ Accuracy: Routing protocols keep track of network changes. This 
improves routing accuracy because routers send packets over the best 
routes available at any time.

 ✦ Scalability: Large networks have hundreds, even thousands, of alternate 
routes to reach other networks. It is practically impossible to define all 
these routes statically. Even if you define all alternate routes statically, 
as soon as a change occurs in the overall network topology, you would 
need to update the static routes. This is a maintenance nightmare. 
Dynamic routing avoids this problem by using routing protocols to 
allow routers to communicate about routes they know, new routes they 
discover, and routes that became unavailable or overloaded. Thus, net-
works using dynamic routing can scale out much better than networks 
that solely use static routes.

Disadvantages
Overhead is a disadvantage of using static routes. Dynamic routing proto-
cols consume some bandwidth because they constantly send route update 
packets between routers.

Configuring dynamic routes
You configure dynamic routes using routing protocols.

Routing Protocols
Routing protocols exchange network, routes, and metric information between 
routers to help find optimal routes as fast as possible. Routers use the infor-
mation provided by routing protocols to build their routing tables for each 
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routed protocol to keep track of networks, paths to networks, and metrics 
associated with each route.

Several routing protocols exist. Most routers support more than one rout-
ing protocol. Several routing protocols can be simultaneously enabled on 
a router. Routing protocols do not interfere and do not communicate with 
each other.

The most widely used routing protocols, and the ones you need to know for 
the test, are as follows:

 ✦ Routing Information Protocol (RIP); see Chapter 4

 ✦ Enhanced Interior Gateway Routing Protocol (EIGRP); see Chapter 5

 ✦ Open Shortest Path First (OSPF); see Chapter 6

Routed Protocols
Routed protocols tag each data packet with source and destination hierar-
chical addresses to allow the routing of data packets through networks as 
needed. Routed protocols also assign a unique logical address to each node 
in the network to identify each source and each destination in the network.

Here are some routed protocols that you may encounter in the field:

 ✦ Internet Protocol version 4 (IPv4, commonly referred to as just IP)

 ✦ Internet Protocol version 6 (IPv6)

 ✦ AppleTalk

 ✦ Novell Netware Internetwork Packet Exchange (IPX)

Routing Decision Criteria
Routers may pick different network routes to a destination for a given packet 
depending on various decision criteria. Some routes may be deemed faster 
than by others by different routing protocols. Routers keep separate routing 
tables for each protocol. A route that is best now may not be best in a few 
minutes, depending on various criteria such as traffic, available bandwidth, 
and link state. Routers adapt to changes in traffic, available bandwidth, and 
link state by constantly monitoring the state of each route they know.

Routing tables keep track of networks, paths to networks, and metrics associ-
ated with each route.
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Routers consider two aspects when deciding which network routes are best 
at a given moment:

 ✦ Administrative distance: How reliable is the information source that 
provided the data about the network route?

 ✦ Routing protocol metrics: What are the costs associated with each net-
work route?

Administrative distance
The administrative distance determines the reliability of the information 
source that provided the data about the network route. Routers learn about 
network routes using various methods:

 ✦ Router connects directly to a network. The router learns about the net-
work firsthand, because it connects to it.

 ✦ Router does not connect to the network, but a static route exists to 
that network. The router does not “see” the network, but it’s been 
informed about its existence by a fairly reliable source (the static route).

 ✦ Router is connected indirectly, through other router(s), to a network. 
The router does not “see” the network, but it “heard” about it from 
another router.

Routers trust routes according to how reliable the source of information is. 
A router always prefers routes learned from reliable information sources. 
Cisco defined the concept of administrative distance to measure this trust. 
Various sources get different administrative distance values, as shown in 
Table 3-1.

Table 3-1 Administrative Distances

Routing Information Source Administrative Distance

Directly connected 0

Static route 1

EIGRP (internal) 90

OSPF 110

RIP (v1 and v2) 120

EIGRP (external) 170
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EIGRP considers the load metric to pick network routes. EIGRP prefers 
routes with lower load.

Maximum transmission unit (MTU)
MTU is the size, in bytes, of each data packet. Each network route has a 
certain MTU value. The higher the MTU, the more data can be transferred at 
once.

EIGRP considers the MTU metric to pick network routes. EIGRP prefers 
routes with higher MTU.

Cost
Cost is calculated based on the bandwidth of a network route. Cost is 
108/bandwidth.

The OSPF protocol considers the cost metric to pick network routes. OSPF 
prefers routes with lower cost.

Routing Methods
Routing protocols exchange network, route, and metric information between 
routers to help routers build their routing tables. Earlier you saw that rout-
ing protocols use different metrics to evaluate the quality of a route. Routing 
protocols also use different methods to exchange information about network 
routes.

Distance vector routing
Some routing protocols use the distance to a network to evaluate the quality 
of a network route. Shorter routes (routes with fewer hops) are considered 
better than longer routes.

Routers using these protocols build their routing tables based on route dis-
tance, and they exchange and combine their routing table with their neigh-
bors. Neighbor routers trust each other’s route information, and they relay 
the combined information farther. These protocols are using distance vector 
routing.

Distance vector routing is also known as rumor routing, because routers 
“hear” about routes from their neighbors and they relay this information to 
other neighbor routers. Routing tables are combined and relayed to all rout-
ers in the network.
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Route updates send the combined routing table to all routers at predefined 
intervals. However, routers do not send their route updates at the same 
time. Hence, variations may exist in the knowledge about routes among the 
routers in the network.

For example, if a network route becomes unreachable, the router that links 
to that route knows about it. However, a router that is farther from the failed 
route still thinks that the route is up. It takes some time before all routers in 
the network know about the failed route.

Distance vector routing protocols use some tricks to avoid these routing 
loops:

 ✦ Maximum hop count

 ✦ Split horizon

 ✦ Route poisoning

 ✦ Poison reverse

 ✦ Hold-down timer

 ✦ Triggered update

Maximum hop count
The maximum hop count feature ensures that a data packet never takes a 
route that counts more than a predefined maximum number of hops.

In the example shown previously, the packet will loop indefinitely, which 
means that it will traverse an infinite number of hops. The maximum number 
of hops feature attempts to stop this infinite loop. Each protocol has a pre-
defined maximum number of hops. Routers consider a destination network 
to be unreachable if the number of hops associated with the route to that 
network exceeds the maximum number of hops allowed by the routing pro-
tocol. Table 3-2 lists the predefined maximum hop count for each routing 
protocol.

Table 3-2 Maximum Hop Count

Routing Protocol Maximum Number of Hops

RIP 15

EIGRP 255 (can be configured between 1 and 255; default is 100)

OSPF Unlimited, because this is a link-state protocol
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Split horizon
The split horizon feature prevents a route from being advertised back to its 
advertiser. Here is how this works: Consider two routers, 67<>51 and 51-2. 
Router 67<>51 advertises the existence of network 67 to router 51-2. Next, 
router 51-2 advertises network 67 to other routers: router 51-1 and router 
25<>51. Without the split horizon feature, router 51-2 would also adver-
tise network 67 back to router 67<>51. This would confuse router 67<>51 
because it would think that there is an alternate route back to network 67 
through router 51-2. If you assume that the split horizon feature does not 
exist, this can cause a routing loop:

 ✦ This would cause router 67<>51 to think that an alternate route exists 
back to network 67 through router 51-2.

 ✦ Router 51-2 knows about network 67 from router 67<>51.

 ✦ Assume that router 67<>51 lost its connection to network 67.

 ✦ Router 67<>51 thinks that an alternate route exists back to network 67 
through router 51-2, because router 51-2 advertised network 67 back to 
router 67<>51 (no split horizon feature).

 ✦ Now, router 67<>51 sends packets bound for network 67 to the alternate 
route to network 67 through router 51-2.

 ✦ Router 51-2 knows about network 67 from router 67<>51, so it sends 
packets bound for network 67 back to router 67<>51.

 ✦ And so on. The data packets bound for network 67 bounce infinitely 
between routers 67<>51 and 51-2.

You see now how the split horizon feature allows routers to avoid this situ-
ation by preventing router 51-2 from advertising “network 67 reachable 
through router 51-2” back to router 67<>51.

Route poisoning
The route poisoning feature changes the hop count associated with a route 
that becomes unreachable: It sets the hop count to the maximum hop 
count plus 1. This effectively tells all routers in the network that the route 
is unreachable because the hop count exceeds the maximum hop count 
allowed by the routing protocol. It is a method of disabling an unavailable 
route in the routing tables as quickly as possible.

In the preceding example, when network 67 becomes unreachable, router 
67<>51 sends a packet to router 51-2 advertising network 67 with a hop count 
of MaxHopCount+1. Right away, router 51-2 considers network 67 unreach-
able. This prevents router 51-2 from getting confused by router 25<>51 when 
it advertises “network 67 up” right after router 67<>51 advertises “network 67 
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down”: Even if router 51-2 thinks that network 67 is up and reachable through 
router 25<>51 now, the hop count is larger than the maximum hop count 
allowed by the routing protocol, so 51-2 would never send to network 67.

Poison reverse
The poison reverse feature is similar to router poisoning but in the reverse 
direction. In the preceding example, when router 67<>51 sends a packet to 
router 51-2 advertising network 67 with a hop count of MaxHopCount+1, 
router 51-2 sends back a packet to router 67<>51 advertising network 67 with 
a hop count of MaxHopCount+1. This basically breaks the split horizon rule, 
but that’s okay, because the whole purpose of all of these rules is to prevent 
routing loops from happening. By using poison reverse, the routers ensure 
that all neighbors know as quickly as possible that network 67 is down.

Hold-down timer
The hold-down timer prevents a router from accepting updates about a route 
for a certain time if that route was advertised as unavailable. This prevents 
routing loops by ensuring that when a route has been advertised as being 
unreachable, it is not readvertised as being back up by a router that did not 
receive the “route down” message yet.

For example, router 51-2 is confused by router 25<>51 when 25<>51 adver-
tises “network 67 up” right after router 67<>51 advertises “network 67 
down.” The hold-down timer feature avoids this confusion by prevent-
ing router 51-2 from accepting the “network 67 up” update sent by router 
25<>51, right after router 67<>51 sent a “network 67 down” update.

Triggered update
The triggered update feature allows routers to update each other as soon as 
a change occurs in the network, as opposed to waiting until the scheduled 
route updates to be exchanged.

By default, distance vector routing protocols combine and exchange the 
routing tables of all routers at predefined time intervals. If a network fails 
right after the router sent its scheduled route update, the other routers 
won’t know about the failed network until the next route update sent by the 
router that connects to the failed network. This opens a large window of 
time when routers in the network think that a route is up when in fact it is 
down. Triggered updates fix this by causing the router to send its update to 
neighbors as soon as it detects that the route is down.

Link-state routing
Link-state routing protocols build their routing tables independently based 
on route updates they receive from their neighbors. Link-state protocols do 
not merge the routing tables of neighbor routers. Rather, they enable routers 
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to have a clear image of their neighbors, network topology, and routes to 
their neighbors and beyond.

Here are the main characteristics of link-state protocols:

 ✦ Route updates are only sent when routes change, as opposed to dis-
tance vector protocols, which send route updates periodically.

 ✦ Route updates contain information about the route that changed only, 
as opposed to distance vector protocols, which send route updates that 
contain the whole combined routing table.

 ✦ Routers first exchange “Hello” messages to get acquainted with their 
neighbors, as opposed to distance vector protocols, which exchange 
and combine their routing tables from the get-go.

 ✦ Routers maintain neighbor and topology tables in addition to routing 
tables to help routers keep track not only of routes but also of the topol-
ogy of the network and of their neighbor routers.

Convergence
Routers execute an initial exchange of routing information when they power 
up and join the network. This initial exchange is called the convergence pro-
cess. When routers finish exchanging data about networks and routes they 
know, the routers have converged.

Because link-state routing protocols only exchange “Hello” messages initially 
and because link-state protocols do not merge their routing tables, they con-
verge faster than distance vector protocols.

It is best practice to use link-state routing protocols or hybrid protocols on 
core layer routers. Distance vector routing is best suited for access or distri-
bution layer routers.

Route updates
Similar to distance vector protocols, link-state routing protocols continue 
to update routers about available routes after they have converged. These 
route updates keep track of route changes. Contrary to distance vector rout-
ing protocols, link-state protocols do not send regular updates that contain 
the whole routing table. Link-state routing protocols send route updates that 
contain only information about the route that changed.

Because link-state route updates are relatively infrequent and contain only 
a small advertisement about the route that changed, they consume fewer 
resources on routers and less bandwidth than distance vector routing pro-
tocols, which send the whole routing table to neighbor routers regularly, at 
predefined time intervals.

              



582 Configuring Routing Protocols

Link-state routing protocols
The Open Shortest Path First (OSPF) protocol uses link state routing.

Hybrid routing
Hybrid protocols have both distance vector and link-state characteristics:

 ✦ Like distance vector protocols, hybrid protocols use distance to evalu-
ate the quality of routes.

 ✦ Like link-state protocols, hybrid protocols use other metrics in addition 
to distance to evaluate the quality of routes, such as available band-
width, delay, reliability, load, and MTU.

Convergence
Similar to link-state routing protocols, hybrid protocols only exchange “Hello” 
messages initially. Hence, they converge faster than distance vector protocols.

Hybrid protocols are well suited for core layer, distribution layer, and even 
access layer routers.

Route updates
Similar to distance vector protocols, hybrid routing protocols send route 
updates that contain the whole routing table. However, unlike distance 
vector protocols, hybrid protocols do not send route updates regularly at 
predefined time intervals. They only send updates when routes change, like 
link-state protocols.

Hybrid routing protocols
Enhanced IGRP (EIGRP) is considered a hybrid routing protocol.

Configuring Routing Protocols
The procedure to configure routing protocols on Cisco routers is the same 
for all protocols. Follow these steps to enable any given routing protocol on 
a Cisco router:

 1. Start up the routing protocol on each router.

 2. Enable the routing protocol on interfaces on each router.

 3. Configure routing protocol options.

You need to execute these setup steps manually on each router. Some rout-
ing protocols can automatically negotiate certain configuration options.

              









Chapter 4: Routing Information 
Protocol (RIP)

Exam Objectives
✓ Defining distance vector and interior gateway protocols

✓ Examining routing updates and convergence

✓ Understanding hop-count metrics, routing loops, and split horizon

✓ Comparing RIPv1 and RIPv2

✓ Detailing RIP packet structures

✓ Defining autonomous systems

✓ Configuring RIP

✓ Verifying RIP installations

The Routing Information Protocol, or RIP for short, is a dynamic local- 
and wide-area network distance vector, interior gateway protocol. The 

distance vector routing algorithm on which RIP is based has been in use 
since the mid-1950s. Known originally as the Bellman-Ford algorithm, it was 
first used for the ARPANET computer networks in 1968. This distance vector 
algorithm is used in packet-switched networks to calculate paths and dis-
tances to target networks by mathematically comparing multiple routes to 
the same destination. RIP uses these calculations to determine the best path 
to the target network.

Distance vector protocols such as RIP are required to periodically announce 
any known network topology changes to other neighboring routing devices. 
Because distance vector protocols do not have knowledge of the entire 
network topology, these updates are repeated at regular intervals on User 
Datagram Protocol (UDP) port 520. Also, during network topology configura-
tion changes, these updates are recorded in the routing table of each con-
nected network router. Routing updates continue between network routers 
with the goal of having all routing tables in complete agreement with one 
another, or matching. This is known as convergence. Without convergence, 
it is impossible for distance vector protocols to function properly.
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Routing tables, updates, and hop count
RIP relies heavily on a metric hop count to determine the path and distance 
to the destination network. The optimal route to a destination is decided by 
RIP’s calculated number of hops it must make to deliver data to the target 
network. To RIP, less hops means less stops and shorter distances to the 
destination. The lowest metric value is considered by RIP to be the best 
route available. For example, a route with five hops to a target network will 
be preferred over a different six-hop route leading to the same destination.

This method of route determination by RIP may also prove dramatically inef-
ficient. For example, the speed of both links has not been taken into consid-
eration. RIP considers the five-hop route closer in distance than the six-hop 
route and chooses the shortest metric for delivery. This would prove to be 
a poor choice if the six-hop route were established over high-speed connec-
tions while the five-hop route used much slower WAN links.

RIP limits the hop count to eliminate the condition known as “counting to 
infinity.” By assigning each IP packet a starting default Time-To-Live (TTL) 
value of 15, a packet “life span” is established. Every packet must reach its 
final destination in 15 hops or less. As a packet progresses through a gate-
way, a hop is recorded, and the TTL value is reduced by 1. Each router along 
the path to the destination is considered a hop and decreases the TTL value 
inside the IP packet by 1. If the packet’s TTL value equals 0 and still has not 
reached its final destination, it is discarded. This eliminates routing loops 
and prevents undeliverable packets from remaining on the internetwork 
indefinitely.

When a routing table update is received, the router checks for changes by 
comparing the update to the currently existing routing table. If a new route 
is announced in an update, it is added to the existing routing table. This 
increases the metric value by a factor of 1, and the sender’s IP address is 
assigned as the next-hop address. To ensure proper convergence, the router 
then sends this new update to all neighboring routers right away and sepa-
rately from any other regularly scheduled routing updates. If an identical 
route exists in both the update and current routing table (but includes a 
lower metric for the route), the lower metric is used by replacing the exist-
ing routing table entry with the updated route (smaller metric value).

Routing error mitigation methods
RIP depends on neighboring routing devices and gateways to announce 
routing table updates (every 30 seconds) and uses the best route to a des-
tination. Problems arise when a gateway or router along the destination 
path fails. In such cases, these newly unreachable gateways are unable to 
announce their “downed” status:
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As shown in Figure 4-4, RIPv1 is known as a classful routing protocol. You 
cannot use RIPv1 in a classless routing environment. Because all subnets 
must be of the same size, creating unequal-sized subnets with variable-
length subnet masking (VLSM) is not possible using RIPv1. RIPv1 also sup-
ports no method to authenticate router updates, which leaves the network 
vulnerable to malicious attacks.

 

Figure 4-4: 
RIPv1 
classful 
inter network.

 

Router
Alpha

204.218.209.0/24

Router
Bravo

204.218.210.0/24

Router
Charlie

204.218.211.0/24 204.218.212.0/24

RIPv1 transports routing table updates in IP packets reaching 512K in size. 
The structure of these individual packets is shown in Figure 4-5. Following 
are the descriptions of the various fields that comprise a RIPv1 packet:

 

Figure 4-5: 
RIPv1 
packet 
structure.

 

Command
(8-bit)

Version
(8-bit)

Zero Field/Not Used
(16-bit)

Zero Field/Not Used
(16-bit)

AFI
(16-bit)

IP Address
(32-bit)

Zero Field/Not Used
(32-bit)

Zero Field/Not Used
(32-bit)

Metric
(32-bit)

 ✦ Command: Field distinguishing the type of packet being transmitted. 
Request packets are used to poll other routers for routing table updates. 
Response packets are either generated due to a request packet or as a 
normally scheduled routing table update.
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 ✦ Version Number: Field displaying the RIP version number currently in 
use. For RIPv1, this value is set to 1. A value of 2 indicates RIPv2.

  The version number field may be used in troubleshooting scenarios, 
allowing administrators to pinpoint potential incompatibility problems 
between RIP versions.

 ✦ Zero/Unused: Unused field holding a default value of 0.

 ✦ Address-Family Identifier (AFI): Because RIP is able to transport rout-
ing information for multiple protocols, this field is used to designate the 
address family, or advertised protocol, used by RIP.

  Each AFI number identifies the address being used by its value, with 2 
representing IP addressing.

 ✦ Address: Field holding the IP address.

 ✦ Metric: The number of hops encountered along the way to a particular 
destination. A reachable route always uses a metric of 15 hops or less. 
Any destination requiring more than 15 hops is considered unreachable.

RIPv2
RIPv2 builds on the existing structure of RIPv1 by adding the following 
features:

 ✦ Enhanced security measures: Provides support for message digest algo-
rithm 5 (MD5) and plain-text password authentication.

 ✦ Support for classless addressing schemes: Classless interdomain rout-
ing (CIDR) and VLSM are supported by adding a subnet mask field to the 
RIPv2 packet structure.

 ✦ Route Tag field: Separator for internal and external RIP routes.

 ✦ Next Hop field: Allows packet forwarding to the immediate next-hop 
address.

 ✦ Multitasking: RIPv2 supports multitasking using IP address 224.0.0.9.

The RIPv2 packet structure is similar in size to the RIPv1 packet but replaces the 
zero fields with router tag, subnet mask, and next-hop addressing information.

The changes to the packet structure allow RIPv2 to provide authentication 
security and VLSM/CIDR support, which are not available in RIPv1. The 
RIPv2 packet structure is shown in Figure 4-6, and the following descriptions 
explain the various fields that comprise a RIPv2 packet:
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Figure 4-6: 
RIPv2 
packet 
structure.

 

Command
(8-bit)

Version
(8-bit)

Zero Field/Not Used
(16-bit)

Route Tag
(16-bit)

AFI
(16-bit)

IP Address
(32-bit)

Subnet Mask
(32-bit)

Next Hop
(32-bit)

Metric
(32-bit)

 ✦ Command: As with RIPv1, this field is used to distinguish the type of 
packet being transmitted. Request packets are used to poll other routers 
for routing table updates. Response packets are either generated due to 
a request packet or as a normally scheduled routing table update.

 ✦ Version: Denotes the RIP version used. For RIPv2, this value is set to 2.

 ✦ Zero/Unused: Unused field holding a default value of 0 and implemented 
only for backward compatibility with nonstandard (outdated) RIP versions.

 ✦ Address-Family Identifier (AFI): Shows the address family used by RIP. 
The AFI field of RIPv2 functions similarly to RIPv1.

  One difference between RIPv1 and RIPv2 is the use of authentication. 
If the AFI hex message entry in the first message equals 0xFFFF, the 
remaining entries will contain authentication information consisting of a 
simple password.

 ✦ Route Tag: Field used to show whether the route is an internal or exter-
nal route. Internal routes are discovered by RIP alone, whereas external 
routes are discovered via non-RIP protocols.

 ✦ IP Address: Field used for IP address information.

 ✦ Subnet Mask: Field used for subnet mask information.
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Figure 4-7: 
RIP IPv4 
versus IPv6 
packet 
structure.

 

Command
(8-bit)

Version
(8-bit)

Zero Field/Not Used
(16-bit)

Route Tag
(16-bit)

AFI
(16-bit)

IP Address
(32-bit)

Subnet Mask
(32-bit)

Next Hop
(32-bit)

Metric
(32-bit)

Command
(8-bit)

Version
(8-bit)

Zero Field/Not Used
(16-bit)

RIP IPv4 Packet Header RIPng IPv6 Packet Header

IPv6 Prefix
(128 bit)

Prefix
Length
(8-bit)

Metric
(8-bit)

Route Tag
(16-bit)

RTE #1
(20 bytes)

RTE #2
(20 bytes)

RTE #3
(20 bytes)

RTE #4
(20 bytes)

RTE #5
(20 bytes)

 ✦ Route Table Entries: A 20-byte routing table entry field containing infor-
mation regarding reachable routes. Each RIPng packet contains a vari-
able amount of routing table entries (RTEs). RTE subfields include the 
following:

 • IPv6 prefix: The 128-bit network address.

 • Route Tag: Distinguishes between internal and external routes.

 • Prefix Length: An 8-bit prefix length field analogous to an IPv4 subnet 
mask. The prefix length is used to separate the network and host 
portion of the address.

 • Metric: A value of 15 or less, designating a valid route. Invalid routes 
are marked with an unreachable value of 16, or infinity.

Configuring RIP
Matching the simplistic characteristics of the protocol, RIP configuration is 
also simple and easy to implement. There are two main requirements when 
configuring RIP on a Cisco router:

 ✦ The router rip command is used to enable RIP on the router.

 ✦ The network command is issued to designate the networks that allow 
RIP traffic.
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Execute the following IOS commands to enable RIP on a Cisco router:

 1. In global configuration mode, assign IP addresses to the router inter-
faces (if not already configured):

Router>enable
Router#config t
Router(config)#interface ethernet 0
Router(config-if)#ip address 192.168.10.1
Router(config-if)#interface ethernet 0
Router(config-if)#ip address 192.168.11.1
Router(config-if)#no shutdown
Router(config-if)#exit

 2. Enable RIP:

Router(config)#router rip

 3. Specify a network to associate with RIP routing (from Step 1):

Router(config-router)#network 192.168.10.0
Router(config-router)#network 192.168.11.0
Router(config-router)#exit

Although not mandatory, quite a few additional configuration options are 
available for RIP.

The following options may be used after RIP has been enabled on the Cisco 
router:

 ✦ Permit unicast updates: RIP is considered a broadcast protocol. To allow 
the exchange of routing updates between broadcast and nonbroadcast 
networks, issue the following command in router configuration mode:

Router(config-router)#neighbor 192.168.10.1

  RIP router table updates will now be sent to the nonbroadcast neighbor-
ing router (192.168.10.1).

 ✦ Prevent updates on a specified interface: In certain cases, limiting 
router updates from reaching certain interfaces may be warranted. For 
example, preventing the advertisement of local routes from Ethernet 
(LAN) interfaces to be sent to serial (WAN) interfaces may be required, 
thus regulating advertised routes. To disable RIP updates to a specified 
interface, use the following command in router configuration mode:

Router(config-router)#passive interface s1

 ✦ Routing metric offsets: Allows increasing incoming and outgoing metric 
values learned by RIP. In the following example, an incoming offset of 10 
is established to any routes learned from the Ethernet 0 interface (using 
access-list number 50):

Router(config-router)#offset-list 50 in 10 ethernet 0
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 ✦ Timer adjustments: Interval settings may be adjusted for the frequency 
of outgoing routing updates, specified time period until a route becomes 
invalid, and the elapsed time until a dead route is removed from the 
routing table. To adjust timers, use the timers basic command in 
router configuration mode:

Router(config-router)#timers basic 30 90 180 270 0

  Listed here are the default timer interval settings:

 • Update (30 seconds): Time interval between routing table updates

 • Invalid (90 seconds): Time interval during which a route is consid-
ered invalid

 • Holddown (180 seconds): Time interval during which routing informa-
tion regarding better paths is ignored, or suppressed

 • Flush (270 seconds): Amount of time elapsed before a route is 
removed from the routing table

 • Sleeptime (0 milliseconds): Amount of time in which routing updates 
will be postponed

 ✦ RIP version: Specifies the sending and receiving of RIPv1 or RIPv2 
updates. By default, Cisco routers receive incoming RIPv1 and RIPv2 
router table updates, but send outgoing RIPv1 updates only.

  To specify the required RIP version, use the ip rip send version 
and ip rip receive version IOS commands in interface configura-
tion mode:

 • To send and receive RIPv1 packets only:

   Router(config-if)#ip rip send version 1
   Router(config-if)#ip rip receive version 1

 • To send and receive RIPv2 packets only:

   Router(config-if)#ip rip send version 2
   Router(config-if)#ip rip receive version 2

 • To send and receive both RIPv1 and RIPv2 packets:

   Router(config-if)#ip rip send version 1 2
   Router(config-if)#ip rip receive version 1 2

 ✦ Enable RIP authentication: Because RIP authentication is not possible 
in version 1, sending and receiving of RIPv2 packets must be enabled 
to use this option. RIP authentication only applies to RIPv2. Plain text 
(used by default and is a security risk) and message digest algorithm 5 
(MD5) are the two types of authentication methods.
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  MD5 authentication is enabled in interface configuration mode as follows:

Router(config-if)#ip rip authentication mode md5 
keychain NAMEOFCHAIN

 ✦ Disable route summarization: When disabled, subnet and host routing 
information is transmitted across classful network boundaries. RIPv2 
supports route summarization by default.

  To disable this feature, use the no auto-summary command in router 
configuration mode:

Router(config-router)#version 2
Router(config-router)#no auto-summary

 ✦ Disable source IP address validation: By default on Cisco routers, 
incoming RIP routing updates are validated by source IP address. This 
allows verification of the sender’s address. If the IP address is deter-
mined to be from an unauthorized source (mismatching IP), the update 
is discarded.

  To disable this feature (not recommended), enter the following in router 
configuration mode:

Router(config-router)#no validate-update-source

 ✦ Split horizon: Used to prevent routing loops. The rule of split horizon 
specifies that no received inbound routing updates may be sent back 
outbound on the same interface. This feature improves network com-
munications and is enabled by default for all encapsulation types other 
than nonbroadcast networks such as Frame Relay.

  In the case of nonbroadcast network types, it may be advantageous to 
disable split horizon in interface configuration mode as follows:

Router(config-router)#no ip split horizon

To enable split horizon, enter the following:

Router(config-router)#ip split horizon

Verifying RIP
A few methods exist to verify the functionality of RIP on Cisco devices. Basic 
IOS commands such as ping and traceroute are invaluable troubleshoot-
ing aids regarding connectivity issues and the routes packets take to reach a 
destination. Many additional and helpful clues may be learned from various 
show and debug commands. Listed here are the most helpful IOS commands 
when troubleshooting RIP:
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 ✦ show ip protocols: Used in EXEC mode to display the state and 
parameters of the active routing protocols.

  This allows a network administrator to verify that RIP (or other IP pro-
tocols) is actively running on a router and to view the configured timers 
and networks, as shown here:

Router#show ip protocols
Routing Protocol is “rip”
  Sending updates every 30 seconds, next due in 5 seconds
  Invalid after 180 seconds, hold down 180, flushed after 240
  Outgoing update filter list for all interfaces is not set
  Incoming update filter list for all interfaces is not set
  Redistributing: rip
  Default version control: send version 2, receive version 2
    Interface        Send  Recv   Key-chain
    Ethernet0        2     2      trees
    Fddi0            2     2                
  Routing for Networks:
    10.0.0.0 
  Routing Information Sources:
    Gateway     Distance      Last Update
    10.1.2.1    120           00:00:13
    10.1.5.2    120           00:00:07
  Distance: (default is 120)

  Quite a bit of information is given from the sample output shown here 
regarding RIP (because RIP is the only configured protocol in the 
example). The first line states that the routing protocol is RIP. Routing 
updates are being sent every 30 seconds (default), with the next update 
arriving in 5 seconds. The intervals for invalid, hold-down, and flush 
timers are 180, 180, and 240 (nondefault), respectively. Incoming and 
outgoing filter lists specify whether filters have been set, and the default 
version control displays that sending and receiving of RIPv2 packets are 
active. Routing for networks displays the IP addresses of networks into 
which the routing process is currently injecting routes. Routing informa-
tion sources shows any address, distance, and last update of routing 
sources used in compiling the routing table.

 ✦ show ip route: Displays the routing table. A sample output is shown 
here:

Router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate 

default
       U - per-user static route, o - ODR

Gateway of last resort is not set

     172.16.0.0/24 is subnetted, 2 subnets
C       172.16.1.0 is directly connected, Ethernet0
C       172.16.2.0 is directly connected, Ethernet1

              











Chapter 5: Enhanced Interior 
Gateway Routing Protocol 
(EIGRP)

Exam Objectives
✓ Describing the features and characteristics of EIGRP

✓ Distinguishing EIGRP from IGRP

✓ Describing EIGRP routing decision criteria

✓ Describing EIGRP route updates and convergence

✓ Describing EIGRP routing tables and operation

✓ Understanding the Diffusing Update Algorithm (DUAL)

✓ Deploying EIGRP

✓ Verifying and troubleshooting EIGRP on a Cisco router

As the name implies, the Cisco-proprietary Enhanced Interior Gateway 
Routing Protocol (EIGRP) is an interior gateway protocol that contains 

many advantages over Routing Information Protocol (RIP) and its super-
seded predecessor, the Interior Gateway Routing Protocol (IGRP). EIGRP is 
the enhanced version of IGRP. Like RIP, IGRP is known as a distance vector 
protocol, but it uses a dramatically improved distance vector algorithm to 
determine the best path to a particular destination. IGRP relies more heavily 
on the bandwidth and delay metrics of a route as opposed to RIP, which 
relies on the distance of a route.

EIGRP includes features commonly found in more advanced link-state proto-
cols. EIGRP also uses a more advanced method of loop mitigation than both 
RIP and IGRP, providing a 100-percent loop-free environment.

Other benefits of EIGRP include high scalability with minimal network over-
head and very fast convergence speeds. To fully understand the capabilities 
of EIGRP, it is beneficial to first take a look at the protocol on which it is 
based, namely IGRP.
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IGRP — The Foundation of EIGRP
The Interior Gateway Routing Protocol was originally developed in the mid-
1980s by Cisco Systems to exchange routing information between IP-based 
networks. A major reason for the development of IGRP was to overcome the 
limitations of RIP. A protocol was needed that would support larger-scale 
networks not limited by the 15-hop-count metric of RIP. By introducing a 
complex formula for route calculations, IGRP replaced the single routing 
metric employed by RIP, and combined multiple metrics (such as band-
width, delay, load, MTU, and reliability) into a single unit.

IGRP uses the following metrics:

 ✦ Default metrics: Bandwidth, delay

 ✦ Optional metrics: Load, reliability, MTU

IGRP still imposed limitations on network topologies by limiting routing to 
classful networks. Because IGRP did not contain a field for the subnet mask 
inside the packet, support for variable-length subnet masks (VLSMs) and 
classless networking was not available. These classful protocols, such as 
IGRP and RIP, assume that all networks are using the same subnet mask. 
This imposes a huge waste of IP addresses and proves highly inefficient, 
considering the constant depletion of IPv4 address space.

Enhanced IGRP replaced IGRP. IGRP is no longer supported by Cisco 
Systems. RIP also has many disadvantages compared to the more powerful 
EIGRP. Here are some of the limitations of both RIP and IGRP:

 ✦ Slow convergence

 ✦ No CIDR/VLSM support

 ✦ Hop-count limitation of 15 (RIP)

 ✦ Not 100-percent loop-free

 ✦ Broadcasts complete routing table during updates

EIGRP Benefits
Cisco developed EIGRP to overcome IGRP limitations, so EIGRP:

 ✦ Converges quickly

 ✦ Supports CIDR and VLSM

 ✦ Hop count can be configured between 1 and 255, with a default of 100
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EIGRP Operation
To understand EIGRP operation, you need to understand its components.

Basic components
EIGRP consists of four basic components:

 ✦ Neighbor discovery/recovery: Technology used by Cisco routers to dis-
cover the presence of neighboring routers on direct-attached networks. 
The discovery process allows Cisco routers to use small-sized, low-over-
head hello packets to contact other routers. The sending and receiv-
ing of these efficient hello packets determine whether a neighbor is 
functioning properly or whether a routing device has become unreach-
able. Routers acknowledge their presence to other networks with these 
packets, and after they are exchanged, communications may begin. If 
no hello packet is received from a neighboring router, it is considered 
unreachable.

 ✦ Reliable Transport Protocol (RTP): Provides reliable and guaranteed 
delivery of EIGRP multicast or unicast packets to all neighboring rout-
ers. To maintain protocol efficiency, RTP only transmits packets reliably 
when required. Certain multicast-capable networks such as Ethernet do 
not require guaranteed delivery or acknowledgment of hello packets to 
and from neighbors, and is indicated as such inside the packet header. 
Packets that contain routing table updates do require acknowledgment.

 ✦ DUAL finite-state machine: Routing algorithm used by EIGRP to com-
pute, select, and track loop-free routes. DUAL uses a metric to determine 
least-cost routes based on feasible successors. Feasible successors are 
considered guaranteed, loop-free routing neighbors that will be used to 
forward packets reliably to the end destination.

 ✦ Protocol-dependent modules: Independent modules used by a particu-
lar protocol at the OSI network layer for sending and receiving packets.

  The IP protocol-dependent module for EIGRP is called IP-EIGRP and is 
tasked with delivering and receiving EIGRP packets encapsulated using 
IP. IP-EIGRP communicates with DUAL to compute routes that are then 
stored in the routing table.

Routing tables
Information regarding neighboring routers and the topology of the network 
is collected by EIGRP and is stored in a series of tables. Three main types of 
tables are used by EIGRP:
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 ✦ Neighbor table: Contains information regarding neighboring routers 
that are accessible through directly connected interfaces. All collected 
information is added to the neighbor table, to include interface and 
addressing values. Each router running EIGRP maintains its own neigh-
bor table. Thus:

 • Each router has a clear picture of its peer routers.

 • Each router has a clear picture of the network topology in its imme-
diate vicinity.

 ✦ Topology table: A collection of EIGRP routing tables received from 
routing neighbors. The topology table lists EIGRP-routable destination 
networks and their metric calculations. If available, a successor and fea-
sible successor are also listed for each destination in the topology table. 
Each destination is marked either in an active or passive state. A passive 
state means that the router knows the route to the destination, while an 
active state denotes a topology change in which the router is currently 
updating its routing information for a particular route. Each router run-
ning OSPF maintains its own link-state table. Thus:

 • Each router has a clear picture of the topology in the immediate 
vicinity of its neighbors.

 • Using the neighbor table and the link state, each router has a two-
level knowledge of the network topology: the topology in its immedi-
ate vicinity and the topology in the vicinity of its neighbors.

  For each destination network, the topology table keeps track of the 
following:

 • The successor route: This is the best route to the destination as evalu-
ated by DUAL.

 • The feasible successor route: This is the next best route to the desti-
nation as evaluated by DUAL.

 ✦ Routing table: A map of all known destination routes. The routing table 
is built using information collected from the topology table. Whereas the 
neighbor and link-state tables are used to quantify routes, the routing 
table is used to qualify each route:

 • Only the successor route is copied from the topology table to the 
routing table, and this route is used as long as it’s available.

 • Whenever the successor route is down, the feasible successor route is 
copied from the topology table to the routing table and is used as the 
alternate route.
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Neighboring successors
There are two main types of neighboring devices (next-hop routers) are 
used in EIGRP-based networks. Both types guarantee that they will not be 
part of a routing loop:

 ✦ Successor: A next-hop router that provides the shortest distance to a 
destination network. In other words, this neighbor provides the best 
route to the destination network.

 ✦ Feasible successor: A next-hop router that provides the next shortest 
distance to a destination network. In other words, this neighbor pro-
vides the next best route to the destination network.

EIGRP packet types
EIGRP uses five types of packets:

 ✦ Hello/ACKs: Unacknowledged, multicast hello packets used in the pro-
cess of neighbor discovery and recovery. Any hello packet empty of data 
is considered an acknowledgment, or ACK. ACKs are unicast addressed 
packets specified by a nonzero acknowledgment number.

 ✦ Updates: Reliable unicast packets that contain routing advertisements 
that are received by neighboring devices to build and maintain a map 
(routing table) of the network topology. If an update contains a cost 
change for a particular link, the update will be included in a multicast 
packet.

 ✦ Queries: Multicast packet queries transmitted when the destination 
node enters an active state. If the query is sent in response to a received 
query, it is formatted as a unicast packet.

 ✦ Replies: Reliable unicast packets transmitted in response to queries. 
Replies indicate to the originator that feasible successors are available 
and should not enter an active state.

 ✦ Requests: Unreliable multicast or unicast packets used to gather infor-
mation from neighboring devices.

Convergence
EIGRP converges much faster than RIP and IGRP because neighbor rout-
ers only exchange “Hello” messages initially as opposed to typical distance 
vector routing protocols, which need to merge and distribute their routing 
tables among them during the convergence process.
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DUAL improves the efficiency of EIGRP over IGRP, most notably avoiding 
routing loops altogether. Here are some of the characteristics of DUAL:

 ✦ For each destination network, it calculates a successor route (the best 
route to the destination s evaluated by DUAL) and a feasible successor 
route (the next best route to the destination as evaluated by DUAL).

 ✦ DUAL supports variable-length subnet masking (VLSM), allowing EIGRP 
to route across networks with different subnets.

 ✦ DUAL provides alternate routes very quickly in case the best route to 
a destination is down. DUAL provides two features that enable a very 
quick alternate route calculation:

 • The successor and feasible successor routes: For each route, an 
alternate route is already available and ready to kick in.

 • If both the successor and the feasible successor routes are down, 
DUAL enables routers to communicate with their neighbors to find 
an alternate route.

  Because neighbors also have a successor and a feasible successor 
route to each destination, an alternate route borrowed from a neigh-
bor can be readily used to reach the destination network.

Classful and classless routing
EIGRP supports both classful and classless routing. By default, like RIPv1 
and IGRP, EIGRP is a classful routing protocol:

 ✦ It does not send subnet information in the route updates.

 ✦ It automatically summarizes routes on boundary routers based on the 
IP address class that each network belongs to. For example, if a router 
sends an update for network 172.16.50.0, EIGRP summarizes this route to 
172.16.0.0. This works if the router that receives the update is also in the 
172.16.0.0 IP address class. Intermediary routers also need to be in the 
same IP address class.

EIGRP can be configured to run in classless mode by executing the no 
auto-summary Cisco IOS command in router configuration mode. Classless 
routing protocols have the following features:

 ✦ Send subnet information in the route updates.

 ✦ Do not automatically summarize routes on boundary routers based on 
the IP address class each network belongs to. For example, if a router 
sends an update for network 172.16.50.0, EIGRP does not summarize the 
route in classless mode; it really sends 172.16.50.0. This works even if 
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615Configuring EIGRP

the router that receives the update, or the intermediary routers, are not 
in the 172.16.0.0 IP address class.

Networks that contain multiple subnets in different IP address classes 
are called discontiguous networks. Discontiguous networks require classless 
routing (that is, with RIPv2 and with EIGRP, you need to execute the 
no auto-summary command). You can still summarize routes manually.

You find out about manual route summarization in Book IV, Chapter 6. The 
OSPF protocol does not automatically summarize routes: OSPF is a classless 
routing protocol.

Configuring EIGRP
You configure EIGRP on a Cisco router similarly to RIP:

 ✦ Start up EIGRP on each router

 ✦ Enable EIGRP on interfaces on each router

 ✦ Configure EIGRP options

Figure 5-1 shows an example of a network that you will configure with EIGRP. 
This network spans three subnets:

 ✦ 192.168.25.0/24

 ✦ 192.168.67.0/24

 ✦ 51.10.1.0/24

Observe that these networks are in different IP address classes. Hence, this 
is a discontiguous network. You need to disable autosummarization of routes 
in this setup to set EIGRP in classless routing mode.

Start up EIGRP
To start EIGRP, you run the router eigrp as_id Cisco IOS command in 
global configuration mode.

The as_id is the autonomous system (AS) number, also known as the rout-
ing domain ID. You need to set a common autonomous system number on all 
routers that will exchange EIGRP routing data. EIGRP routing data can only 
be exchanged between routers with the same autonomous system number. 
The EIGRP AS is a number between 1 and 65535.
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Figure 5-1: 
EIGRP 
routing 
configura-
tion.

 

Router 51-1 Router 51-2
s1: 51.10.1.1 s1: 51.10.1.4

s0: 51.10.1.5s0: 51.10.1.2

s0: 51.10.1.3

. . .

s0: 51.10.1.6

e0: 192.168.67.1e0: 192.168.25.1 e1: 192.168.67.2

Router 25<>51 Router 67<>51

Network 51.10.1.0/24

Network 192.168.25.0/24 Network 192.168.67.0/24

. . . . . .

Enable EIGRP on router interfaces
To enable EIGRP on interfaces on your router, you run the network int_
IP Cisco IOS command in global configuration mode.

The int_IP is the IP address that identifies the interface on which you 
enable OSPF.

Configuring EIGRP on Router 2551
R251>enable (or en)
R2551#configure terminal (or config t)
R2551(config)#router eigrp 1
R2551(config-router)#network 192.168.25.0
R2551(config-router)#network 51.0.0.0
R2551(config-router)#no auto-summary
R2551(config-router)#exit
R2551(config)#exit
R2551#disable
R2551>
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Configuring EIGRP on Router 6751
R6751>enable (or en)
R6751#configure terminal (or config t)
R6751(config)#router eigrp 1
R6751(config-router)#network 192.168.67.0
R6751(config-router)#network 51.0.0.0
R6751(config-router)#no auto-summary
R6751(config-router)#exit
R6751(config)#exit
R6751#disable
R6751>

Configuring EIGRP on Router 51-1
R51-1>enable (or en)
R51-1#configure terminal (or config t)
R51-1(config)#router eigrp 1
R51-1(config-router)#network 51.0.0.0
R51-1(config-router)#no auto-summary
R51-1(config-router)#exit
R51-1(config)#exit
R51-1#disable
R51-1>

Configuring EIGRP on Router 51-2
R51-2>enable (or en)
R51-2#configure terminal (or config t)
R51-2(config)#router eigrp 1
R51-2(config-router)#network 51.0.0.0
R51-2(config-router)#no auto-summary
R51-2(config-router)#exit
R51-2(config)#exit
R51-2#disable
R51-2>

Verifying and Monitoring EIGRP Operation
You can verify a few elements to monitor EIGRP operation and ensure opti-
mum routing.

Inspect the routing table
You look at the routing tables on a Cisco router using the show ip route 
Cisco IOS command in privileged EXEC mode. The output includes the 
following:

 ✦ Network IP information

 ✦ Available subnets
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 ✦ Routes currently stored in the routing table. For each route, the com-
mand displays the following:

 • The IP address of the destination network reached by that route

 • The word connected, if the router you run the command on is 
directly connected to the destination network of that route

 • The IP address of the gateway (router) to the destination network of 
that route if the router you run the command on is not directly con-
nected to the destination network of that route

 • The router interface that connects either to the destination network 
or to the gateway that reaches the destination network

Inspect EIGRP protocol configuration
You use the show ip protocols Cisco IOS command in privileged EXEC 
mode to look at the IP routing protocol configuration on a Cisco router.

The output displays one section for each IP routing protocol enabled on 
your router. For EIGRP, it shows the following:

 ✦ EIGRP process ID

 ✦ Whether an outgoing update filter is set

 ✦ Whether an incoming update filter is set

 ✦ Whether automatic network summarization is active

 ✦ Destination networks

 ✦ Information sources about destination networks

 ✦ Current administrative distances: internal and external

Inspect EIGRP topology table configuration
You use the show ip eigrp topology Cisco IOS command in privileged 
EXEC mode to look at the EIGRP topology table. The command displays the 
following:

 ✦ Destination networks and for each destination network:

 • The successor route: Shows the interface name and its IP address to 
reach that route

 • The feasible successor route: Shows the interface name and its IP 
address to reach that route

 ✦ Whether the destination network is A (active) or P (passive)

Passive destination networks are networks that converged. In other words, 
the successor and the feasible successor routes to that network have 
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converged. All routers know those routes; they are not exchanging route 
updates about them. After the routers have converged, destination networks 
show up as passive.

Active destination networks are networks that have not converged yet (the 
successor and the feasible successor routes to that network have not con-
verged). Routers are still exchanging route updates about them. A destina-
tion network would show up as active, after routers have converged, if either 
the successor or the feasible successor route becomes unavailable and the 
router needs to exchange data with its neighbors about alternate routes to 
the destination network.

Inspect EIGRP neighbor information
You use the show ip eigrp neighbors Cisco IOS command in privileged 
EXEC mode to look at information about the EIGRP neighbors of your router. 
The command shows the following information:

 ✦ EIGRP process ID.

 ✦ Order of discovery of each neighbor.

 ✦ IP address of each neighbor.

 ✦ Interface reaching each neighbor.

 ✦ Hold time, also known as the Hello timer: This determines how long the 
router waits for a Hello message from its neighbor.

 ✦ SRTT — Smooth Round-Trip Timer: This is the time it takes for a packet 
to make a round trip from the router to the neighbor and back to the 
router.

  This used to determine how long the router should wait for replies from 
its neighbor: It should wait at least as long as it takes a packet to do a 
round trip.

 ✦ RTO — Retransmission Timeout: This timeout value determines 
how long the router waits before retransmitting a packet for which it 
received no acknowledgment from its neighbor.

 ✦ Q Cnt — Queue Count: This shows how many packets are waiting to be 
sent in the router’s queue.

  If the queue count is consistently high, it shows that some communica-
tion problems exist between the router and its neighbor. One of the fol-
lowing is occurring:

 • The router is sending too much to its neighbor.

 • Its neighbor is not fast enough.

 • Something is wrong with the link between the router and its neighbor.
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Troubleshooting EIGRP
Whenever you notice EIGRP routing malfunctions, you use the debug 
eigrp Cisco IOS command in privileged EXEC mode to look at information 
about EIGRP operation on your router.

The debug command enables debug mode on specific components and pro-
tocols. In this case, you enable debug mode on EIGRP to capture detailed 
troubleshooting data about EIGRP. You execute the debug eigrp command 
in privileged EXEC mode.

To disable debugging, execute the no debug eigrp command in privileged 
EXEC mode.

              









Chapter 6: Open Shortest Path 
First (OSPF) Protocol

Exam Objectives
✓ Describing the features and characteristics of OSPF

✓ Describing OSPF routing decision criteria

✓ Describing OSPF route updates and convergence

✓ Distinguishing OSPF designated and backup designated routers

✓ Understanding the Dijkstra shortest path first (SPF) routing algorithm

✓ Describing OSPF route summarization

✓ Configuring OSPF on a Cisco router

✓ Verifying and troubleshooting OSPF on a Cisco router

OSPF is a link-state routing protocol. OSPF was developed based on an 
open standard and is supported by several router manufacturers. 

OSPF is widely used as an interior gateway protocol (IGP), especially in large 
network environments. Interior gateway protocols, including OSPF, route 
within a single routing domain. A single routing domain, also known as an 
autonomous system (AS), is a group of routers and network addresses that 
use a common routing system. For example, a network that uses OSPF on all 
routers is an autonomous system. This network can be connected to a large 
service provider network that is using another routing protocol such as IS-IS 
(Intermediate System–to–Intermediate System). The service provider’s IS-IS 
network is another autonomous system. The protocol used to route between 
autonomous systems and between large Internet service providers is called 
Border Gateway Protocol (BGP). It is not necessary to know all the details 
about IGPs and BGPs, but it is important to know that OSPF is classified as 
an interior gateway protocol.

Introducing Open Shortest Path First (OSPF)
Link-state routing protocols build their routing tables independently based 
on route updates they receive from their neighbors. Link-state protocols 
do not merge the routing tables of neighbor routers. Link-state protocols 
enable routers to have a clear image of neighbors, network topology, and 
routes to their neighbors and beyond by maintaining not just routing tables 
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but also topology and neighbor tables. OSPF complies with all these link-
state routing protocol characteristics.

Routing tables
OSPF maintains these routing tables:

 ✦ Neighbor table: This table keeps track of the neighbors of a router. 
Each router running OSPF maintains its own neighbor table. Thus, each 
router has a clear picture of its peer routers, and each router has a 
clear picture of the network topology in its immediate vicinity.

 ✦ Link-state table: This table keeps track of the state of the links on neigh-
bor routers. In other words, this table keeps track of the state of the 
routes on neighbor routers. Each router running OSPF maintains its own 
link-state table. Thus:

 • Each router has a clear picture of the topology in the immediate 
vicinity of its neighbors.

 • Using the neighbor table and the link state, each router has a two-
level knowledge of the network topology: the topology in its immedi-
ate vicinity and the topology in the vicinity of its neighbors.

 ✦ Routing table: This table keeps track of the metrics of each link tracked 
by the link-state table. Hence, whereas the neighbor and link-state 
tables are used to quantify routes, the routing table is used to qualify 
each route.

Characteristics of OSPF
Here are the main characteristics of the OPSF protocol:

 ✦ Route updates are only sent when routes change. Each router sends a 
link-state advertisement (LSA) whenever a change occurs in one of the 
routes known to the router.

 ✦ LSAs contain information about the route that changed only.

 ✦ Routers exchange “Hello” messages during the convergence process to 
build their neighbor tables.

 ✦ OSPF, like RIP, is supported on non-Cisco routers.

 ✦ OSPF supports variable-length subnet masking (VLSM).

 ✦ OSPF supports an unlimited number of network hops.

 ✦ OSPF scales out very well because

 • It divides the routing domain (autonomous system) into areas.

 • It classifies routers hierarchically.
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 • It converges very quickly.

 • It sends routes updates (LSAs) only when routes change, minimizing 
route change traffic.

 • LSA packets have a small footprint.

 • LSA traffic is consolidated to the designated router.

 • LSA traffic is minimized when routes are summarized.

Convergence
The OSPF routing protocol converges within seconds because neighbor 
routers only exchange “Hello” messages initially. During the convergence 
process, routers get to know each other, exchanging communication param-
eters and setting up their neighbor table.

Routers can only become neighbors if the following things occur:

 ✦ They have successfully exchanged “Hello” messages

 ✦ They have interfaces in the same routing domain (that is, in the same 
autonomous system)

 ✦ They have their hello timers set to the same values. Hello timers define 
the following:

 • The frequency at which routers send each “Hello” message to each 
other

 • How long neighbors wait before they consider a router out of network

Hello messages are not only sent during the convergence process but also 
afterward to keep track of which routers are still in the network. If a router 
becomes unavailable and stops sending Hello messages, one of the hello 
timers defines how long neighbor routers wait for a Hello message before 
they consider the unavailable router out of the network.

Route updates
OSPF continues to update routers about available routes after they have 
converged. These route updates are sent in the form of link-state advertise-
ment (LSA) packets. Routers exchange LSA packets to maintain their link-
state tables. After they have built their neighbor and link-state tables, routers 
know the following:

 ✦ Their neighbors

 ✦ The network topology in their immediate vicinity

 ✦ The network topology in the vicinity of their neighbors

              



628 OSPF Routing Hierarchy

Next, each router evaluates the quality of each route registered in the link-
state table.

Cost metric
OSPF uses the cost metric to evaluate the quality of each link.

Route cost is a metric calculated based on the bandwidth of each link. Cisco 
routers calculate the cost by dividing a default bandwidth of 100 Mbps (100 
million bits per second) by the actual bandwidth of the link.

For example, the following list illustrates the default OSPF cost calculated by 
Cisco routers for various bandwidths:

 ✦ 64-Kbps (64,536-bits-per-second) link: 100,000,000 / 64,536 = 1,562

 ✦ 1.544-Mbps (T1) link: 100,000,000 / 1,544,000 = 64

 ✦ 10-Mbps link: 100,000,000 / 10,000,000 = 10

 ✦ 100-Mbps link: 100,000,000 / 100,000,000 = 1

 ✦ 1-Gbps link: 100,000,000 / 1,000,000,000 = 0.1

 ✦ 10-Gbps link: 100,000,000 / 10,000,000,000 = 0.01

OSPF chooses the route with the lowest cost. You can modify the default 
reference bandwidth used to calculate the OSPF cost using the auto-cost 
reference-bandwidth Cisco IOS command in global configuration mode. 
It is very important to set the same reference bandwidth on all routers in 
your network.

For example, if most links in your network are 1 Gbps, you set the reference 
bandwidth to 1 Gbps instead of 100 Mbps using the following commands:

RT6751>enable (or en)
RT6751#configure terminal (or config t)
RT6751(config)#auto-cost reference-bandwidth 1000000000
RT6751(config)#exit
RT6751#disable
RT6751>

OSPF Routing Hierarchy
OSPF uses the Dijkstra shortest path first (SPF) routing algorithm to calculate 
the shortest path from a router to each destination network.
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629OSPF Routing Hierarchy

The Dijkstra SPF routing algorithm does the following:

 ✦ Considers the router to be the root of a tree

 ✦ Considers each destination network (router) to be a branch or a leaf in 
that tree

 ✦ Calculates the shortest route from the root of the tree (the router) to 
each branch and to each leaf (to each destination network)

Effectively, the Dijkstra SPF algorithm calculates the shortest route from 
each router to each network in the OSPF routing domain (or autonomous 
system), because each router is the root of its own tree. This creates a shortest-
path tree for each router.

However, OSPF does not need to calculate the shortest path from each router 
to each destination if the network is designed in a hierarchical fashion.

Router trees overlap in a hierarchical design. This improves the efficiency of 
OSPF because after the Dijkstra SPF algorithm calculates the shortest routes 
for a branch of the tree, it doesn’t need to recalculate those routes as you 
move up the tree to the root router.

Figure 6-1 shows the recommended network topology for OSPF.

Observe the following:

 ✦ One router is the root of the OSPF tree (although you can configure 
more than one root router).

 ✦ The OSPF routing domain (or autonomous system) is divided into areas 
with at least one designated router (DR) in each area. It is best practice 
to have a backup designated router (BDR) in each area as well.

In this example, the tree that starts at router 10-1, going down, is

 ✦ Part of the DR-10 router tree in area 10

 ✦ Part of the BDR-10 router tree in area 10

 ✦ Part of the root tree in the area 0

This is good, because after OSPF (the Dijkstra SPF algorithm) calculates the 
shortest route from router 10-1 to each destination underneath, the DR-10 
router, the BDR-10 router, and the root router can readily use those shortest 
routes to destinations under the 10-1 router.
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OSPF route summarization
The reuse of previously calculated shortest routes is leveraged by route sum-
marization. Route summarization allows routers to identify common network 
IP address spaces and create a summarized route for the IP address space as 
opposed to creating a route for each IP address individually. This improves 
network throughput because routers sharing a summarized route send LSA 
packets upstream only when the summarized route changes, as opposed to 
sending LSA packets upstream for each of their (internal, or downstream) 
routes. For example, in Figure 6-1:

 ✦ The tree underneath router DR-10 is one IP address space (subnet).

 ✦ The tree underneath router BDR-10 is another IP address space 
(subnet).

 ✦ The tree underneath router 10-1 is one IP address space (subnet).

 ✦ The tree underneath router 10-2 is another IP address space (subnet).
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631OSPF Routing Hierarchy

However, the DR-10 tree includes the 10-1 and the 10-2 trees. Similarly, the 
BDR-10 tree includes the 10-1 and the 10-2 trees.

Suppose that networks in area 10 have the following IP addresses:

 ✦ Router DR-10: 172.10.75.0

 ✦ Router BDR-10: 172.10.76.0

 ✦ Router 10-1: 172.10.77.0

 ✦ Router 10-2: 172.10.78.0

The first 2 bytes are the same for all subnets in area 10: 172.10. The third 
byte is different. Table 6-1 examines these IP addresses in binary.

Table 6-1 Route Summarization

IP Address Byte 1 
(172)

Byte 2 
(10)

Byte 3 
(75, 76, 
77, 78)

Byte 4 (0)

172.10.75.0 1100 0000 0000 1010 0100 1011 0000 0000

172.10.76.0 1100 0000 0000 1010 0100 1100 0000 0000

172.10.77.0 1100 0000 0000 1010 0100 1101 0000 0000

172.10.78.0 1100 0000 0000 1010 0100 1110 0000 0000

Observe that the IP address of these networks is almost the same except for 
byte 3. Now from the perspective of the root router in area 0, this difference 
is irrelevant because the DR-10 and BDR-10 trees both include the 10-1 and 
the 10-2 trees. Hence, if the root router in area 0 knows how to get to DR-10 
and to BDR-10, it knows how to get to everyone underneath. So, it makes 
sense to expose only one route up to the root router instead of exposing all 
four. That is exactly what route summarization accomplishes.

So how do you summarize these routes? Table 6-1 shows that only byte 3 
varies. Specifically, only the second nibble in byte 3 varies. Assume that 
nibble 2 in byte 3 would be the same for all routers (for example, 0100 
1011, which is 75). You would have IP address 172.10.75.0 for all networks. 
However, you can only do this if you modify the subnet mask.

The subnet mask changes from 255.255.255.0 (/24) to 255.255.240.0 (/20), 
because the variable part of the IP address now includes 4 more bits in 
byte 3. Table 6-2 details the following:

              



632 OSPF Routing Hierarchy

 ✦ The original subnet mask, where bytes 1 and 2 represent the network IP 
address and bytes 3 and 4 are used for variable intranetwork addresses.

 ✦ The new subnet mask for the summarized route, where byte 1 and the 
first nibble in byte 2 represent the network IP address. The second 
nibble of byte 2 and bytes 3 and 4 represent the variable intranetwork IP 
addresses.

Table 6-2 Subnet Mask for Summarized Route

Mask Byte 1 Byte 2 Byte 3 Byte 4

255.255.255.0 1111 1111 1111 1111 1111 1111 0000 0000

255.255.240.0 1111 1111 1111 1111 1111 0000 0000 0000

Now you can expose route 172.10.75.0/20 up to the root router in area 0. You 
are telling the root router in area 0 to keep track of route 172.10.75.0/20 to 
get to any of the networks in area 10.

In fact, you can have two summarized routes in this example, because both 
DR-10 and BDR-10 connect to the root router in area 0:

 ✦ One route to reach the tree under router DR-10: 172.10.75.0/20

 ✦ One route to reach the tree under router BDR-10: 172.10.76.0/20

Now instead of exposing four routes up to the root router in area 0, you only 
expose one (or two) summarized routes. This improves the efficiency of the 
root router because it needs to maintain only one (or two) route(s) for area 
10 instead of maintaining four routes.

OSPF designated router (DR)
The OSPF protocol elects a designated router that is responsible for keeping 
all routers updated on shortest routes. Instead of exchanging route infor-
mation with ever other router in the network, routers only communicate 
their routes to the designated router. The designated router then updates 
everyone on the routes available. Consolidating the exchange of information 
about routes to the designated router improves the efficiency of the network 
because less bandwidth is consumed by having each router communicate its 
routes only to the designated router, instead of communicating with every 
other router in their area.

Routers send their LSA packets to a multicast address (224.0.0.6). The DR lis-
tens to this multicast IP address. The DR relays routing information back to 
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To create a loopback interface on your router, use the int loopback 
Cisco IOS command in global configuration mode. You need to assign an IP 
address to your loopback interface. However, the IP address you assign is 
not really important:

 ✦ The loopback interface is local to your router: The IP interface is not 
visible to other routers, switches, or hosts on the network as a normal 
physical interface is.

 ✦ Even if the IP address is lower than another IP address on your router, 
the router always uses a loopback interface, if available, to set its RID 
before the IP addresses of any physical interface are compared.

OSPF backup designated router (BDR)
The backup designated router becomes the designated router in case the 
designated router is down. The BDR receives the route updates (LSA pack-
ets) that routers send to the DR. In fact, routers send their LSA packets to 
a multicast address (224.0.0.6). Both the DR and the BDR listen to the mul-
ticast address 224.0.0.6. Hence, both the DR and the BDR receive the LSA 
packets. The routing information is in sync on the DR and on the BDR.

The router with the second-highest OSPF priority becomes the backup desig-
nated router.

Configuring OSPF
You configure OSPF on a Cisco router similarly to RIP and EIGRP. Follow 
these steps:

 1. Start up OSPF on each router.

 2. Enable OSPF on interfaces on each router.

 3. Configure OSPF options.

The following sections outline the details of these steps.

Start up OSPF
To start OSPF, run the router ospf process_id Cisco IOS command in 
global configuration mode.

The process_id is a number between 1 and 65536 that identifies the OSPF 
routing process on the router. The OSPF process ID can be a different 
number on routers that communicate using OSPF.
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635Configuring OSPF

Enable OSPF on router interfaces
To enable OSPF on the interfaces of your router, run the network int_IP 
wildcard_mask area area_id Cisco IOS command in global configura-
tion mode:

 ✦ The int_IP portion is the IP address that identifies the interface on 
which you enable OSPF.

 ✦ The wildcard_mask portion identifies which IP addresses are part of 
this network. In other words, OSPF exposes to a certain network area 
all interfaces identified by the IP addresses represented by the wildcard 
mask. For example, the 172.10.75.0 0.0.0.255 int_IP wildcard_mask 
combination configures the router to expose all addresses in the space 
172.10.75: any router interface in the 172.10.75 network.

 ✦ The area area_id portion is the OSPF operation area. Recall that 
OSPF divides the routing domain (or autonomous system) into areas.

Understanding wildcards
The 172.10.75.0 0.0.0.255 int_IP/wildcard_mask combination configures 
the router to expose all addresses in the space 172.10.75: any router inter-
face in the 172.10.75 network. Read on to find out more about wildcards.

Wildcards are essentially bit masks. A bit mask is a set of bits that are either 
0 or 1. In this case, OSPF wildcard bits have the following meaning:

 ✦ Number 0 means to match exactly the corresponding bit in the IP 
address.

 ✦ Number 1 means that the corresponding bit in the IP address can be any 
number.

If you look at the IP address as a whole, divided into 4 bytes (8 bits each), 
you can specify wildcards between 0.0.0.0 and 255.255.255.255 with the 
network command:

 ✦ Number 0 means to match exactly the corresponding byte in the IP 
address. Here, a 0 in decimal represents eight 0s in binary.

 ✦ Number 255 means that the corresponding byte in the IP address can be 
any number. Here, 255 in decimal represents eight 1s in binary.

For example, wildcard 0.0.0.0 matches exactly the IP address specified in 
the network command. In other words, if you use 172.10.75.0 0.0.0.0, only 
address 172.10.75.0 is exposed as a route. This may be what you want in 
some cases. However, usually you want to match a range of addresses as 
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opposed to a specific address when using the network command. In other 
words, you tell OSPF to expose all router interfaces that match the wildcard.

Referring to Figure 6-1, recall the IP addresses of each router:

 ✦ Router DR-10: 172.10.75.0

 ✦ Router BDR-10: 172.10.76.0

 ✦ Router 10-1: 172.10.77.0

 ✦ Router 10-2: 172.10.78.0

The following sections describe configuring OSPF on router interfaces in 
area 10.

Enable and configure OSPF on router DR-10
DR-10>enable (or en)
DR-10#configure terminal (or config t)
DR-10(config)#router ospf 1
DR-10(config-router)#network 172.10.75.0 0.0.0.255 area 10
DR-10(config-router)#network 172.10.75.0 0.0.15.255 area 0
DR-10(config-router)#exit
DR-10(config)#exit
DR-10#disable
DR-10>

You configure the DR-10 router to expose interfaces to area 10 and to area 0:

 ✦ Area 10: DR-10 exposes to area 10 any address in the IP space 172.10.75: 
any router interface in the 172.10.75 network using the 172.10.75.0 
0.0.0.255 IP/wildcard_mask combination.

 ✦ Area 0: DR-10 exposes to area 0 any address in the IP space 172.10.7_: 
any IP address that starts with 172.10.7. In other words, you expose to 
area 0 a summary route that reaches area 10. You use the 172.10.75.0 
0.0.15.255 IP/wildcard_mask combination.

So, why did you use a 0.0.15.255 wildcard here? Consider the subnet mask 
of the summary route that you determined earlier (255.255.240.0), which is 
shown in binary in Table 6-3.

Table 6-3 Subnet Mask for Summarized Route

Subnet Mask Byte 1 Byte 2 Byte 3 Byte 4

255.255.240.0 1111 1111 1111 1111 1111 0000 0000 0000
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637Configuring OSPF

This subnet mask tells the router that this summarized route represents an 
IP address space with

 ✦ Byte 1 constant: 172

 ✦ Byte 2 constant: 10

 ✦ Byte 3, nibble 1 constant: 7

 ✦ Byte 3, nibble 2 variable: 5 to 8

 ✦ Byte 4 variable: any number (0 to 254)

To represent the same filter with a wildcard mask, you need to replace all 
0s with 1s and all 1s with 0s, because in a wildcard, 0 means “match exactly” 
and 1 means “could be anything.” The wildcard value is shown in Table 6-4.

Table 6-4 Wildcard Mask for Summarized Route

Wildcard Mask Byte 1 Byte 2 Byte 3 Byte 4

0.0.15.255 0000 0000 0000 0000 0000 1111 1111 1111

Next, you need to run similar configuration commands on routers BDR-10, 
10-1, and 10-2.

Enable and configure OSPF on router BDR-10
BDR-10>enable (or en)
BDR-10#configure terminal (or config t)
BDR-10(config)#router ospf 1
BDR-10(config-router)#network 172.10.76.0 0.0.0.255 area 10
BDR-10(config-router)#network 172.10.75.0 0.0.15.255 area 0
BDR-10(config-router)#network 172.10.75.0 0.0.0.255 area 10
BDR-10(config-router)#exit
BDR-10(config)#exit
BDR-10#disable
BDR-10>

Router BDR-10, like router DR-10, exposes interfaces to area 10 and to area 0, 
because it connects both to area 10 and to area 0. Router BDR-10 also defines a 
route to router DR-10 (172.10.75.0) by registering a route with the 172.10.75.0 
0.0.0.255 IP/wildcard_mask combination.

Enable and configure OSPF on router 10-1
10-1>enable (or en)
10-1#configure terminal (or config t)
10-1(config)#router ospf 1
10-1(config-router)#network 172.10.77.0 0.0.0.255 area 10
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10-1(config-router)#network 172.10.75.0 0.0.0.255 area 10
10-1(config-router)#network 172.10.76.0 0.0.0.255 area 10
10-1(config-router)#exit
10-1(config)#exit
10-1#disable
10-1>

Router 10-1 exposes interfaces to area 10 only because it doesn’t connect 
to area 0. Router 10-1 also defines routes to router DR-10 (172.10.75.0) 
and to router BDR-10 (172.10.76.0) using the 172.10.75.0 0.0.0.255 and the 
172.10.76.0 0.0.0.255 IP/wildcard_mask combinations, respectively.

Enable and configure OSPF on router 10-2
10-2>enable (or en)
10-2#configure terminal (or config t)
10-2(config)#router ospf 1
10-2(config-router)#network 172.10.78.0 0.0.0.255 area 10
10-2(config-router)#network 172.10.75.0 0.0.0.255 area 10
10-2(config-router)#network 172.10.76.0 0.0.0.255 area 10
10-2(config-router)#exit
10-2(config)#exit
10-2#disable
10-2>

In this configuration, router 10-2, like router 10-1, does the following:

 ✦ Exposes interfaces to area 10 only, because it doesn’t connect to area 0.

 ✦ Defines a route to router DR-10 (172.10.75.0) using the 172.10.75.0 
0.0.0.255 IP/wildcard_mask combination

 ✦ Defines a route to router BDR-10 (172.10.76.0) using the 172.10.76.0 
0.0.0.255 IP/wildcard_mask combination

Configure OSPF options
Now you can configure optional parameters to customize the operation of 
OSPF on your routers.

OSPF priority
You can manually set the OSPF priority of a router interface using the ip 
ospf priority value Cisco IOS command in global configuration mode.

Changing the OSPF priority allows you to control the OSPF DR (designated 
router) and BDR (backup designated router) election process. OSPF elects 
the DR and the BDR based on the OSPF priority of the router interface.
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OSPF cost
You can manually set the OSPF cost of an interface on your router using the 
ip ospf cost value Cisco IOS command in global configuration mode.

Verifying and Monitoring OSPF Operation
You can verify the following elements to monitor OSPF operation and ensure 
optimum routing:

 ✦ Inspect the routing table

 ✦ Inspect the OSPF protocol configuration

 ✦ Inspect the OSPF interface configuration

 ✦ Inspect the OSPF neighbor information

 ✦ Inspect the OSPF routing database

Inspect the routing table
This is not an OSPF-specific technique: Inspecting the routing table shows 
you all IP routing protocols enabled on your router and the state of their 
routing tables. You look at the routing tables on a Cisco router using the 
show ip route Cisco IOS command in privileged EXEC mode. The output 
includes the following:

 ✦ Network IP information

 ✦ Available subnets

 ✦ Routes currently stored in the routing table

  For each route, the command displays these items:

 • The IP address of the destination network reached by that route

 • The word connected, if the router you run the command on is 
directly connected to the destination network of that route

 • The IP address of the gateway (router) to the destination network of 
that route if the router you run the command on is not directly con-
nected to the destination network of that route

 • The router interface that connects either to the destination network 
or to the gateway that reaches the destination network
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Inspect the OSPF protocol configuration
This is not an OSPF-specific technique: Inspecting the IP routing protocols 
shows you all IP routing protocols enabled on your router and their con-
figuration. You use the show ip protocols Cisco IOS command in privi-
leged EXEC mode to look at the IP routing protocol configuration on a Cisco 
router. The output displays one section for each IP routing protocol enabled 
on your router. For OSPF, it shows these items:

 ✦ OSPF process ID

 ✦ Whether an outgoing update filter is set

 ✦ Whether an incoming update filter is set

 ✦ RID (router ID)

 ✦ Number of OSPF areas active on the router where you run the command

 ✦ IP and OSPF area of networks registered for OSPF routing

 ✦ Reference bandwidth used to calculate the cost of each route

 ✦ Routing information sources: neighbor routers that exchange OSPF LSA 
packets with the router where you run the command

 ✦ Current administrative distance

Inspect the OSPF interface configuration
You use the show ip ospf interface Cisco IOS command in privileged 
EXEC mode to look at interface-specific OSPF configuration:

 ✦ If you run the command specifying a particular interface, it shows data 
only about that interface.

 ✦ Otherwise, the command displays one section for each interface enabled 
for OSPF on your router.

Inspect the OSPF neighbor information
You use the show ip ospf neighbor Cisco IOS command in privileged 
EXEC mode to look at information about the OSPF neighbors of your router.

Inspect the OSPF routing database
You use the show ip ospf database Cisco IOS command in privileged 
EXEC mode to inspect data stored in the OSPF routing database. The com-
mand displays information about neighboring routers and the state of the 
links to them.
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Troubleshooting OSPF
Whenever you notice routing malfunctions that are related to OSPF, you use 
the debug ip ospf Cisco IOS command in privileged EXEC mode to look at 
information about the OSPF operation on your router.

The debug command enables debug mode on specific components and pro-
tocols. In this case, you enable debug mode on the OSPF protocol to capture 
detailed troubleshooting data about OSPF. You execute the debug ip ospf 
command in privileged EXEC mode.

To disable debugging, execute the no debug ip ospf command in privi-
leged EXEC mode.

              










